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Columns 1-2 should be completed by the contracting authority
Columns 3-4 should be completed by the tenderer
Column 5 is reserved for the evaluation committee

Annex III - the contractor's technical offer
The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the contracting authority shows the required specifications (not to be modified by the tenderer), 
· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words ‘compliant’ or ‘yes’ are not sufficient)
· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.
The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
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	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications required
	Qty

	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	1.1
	eLegislation Software:
· Business processes and Functions 
· Low drafting
· E legislation functional requirements 
· E legislation non- functional requirements 
· E legislation implementation requirements
· Maintains and support service requirements 
 
All features described in details in ANNEX I to the Technical specification: "eLegislation Software Technical Requirements" must be offered as part of the software solution. 
System should be integrated with ECM system in Item 1.2 as the only truth of the documents should be stored in on central repository for each parliament.

WARRANTY CONDITION:
· 1-year on-site support
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	1.2
	ECM SOFTWARE 
1. System has to provide set up of the general system settings of the organization, such as:
a. name of organization,
b. Security accesses mechanism for permitted workstations (IP addresses) only, default user data display format (date and time, whole and decimal number) of the user interface in various languages. 
c. System needs to provide functionality to use personal space for storing user documents.
d. The following login methods needs to be supported: 
i. user name and password,
ii. digital certificate and password, 
iii. "Microsoft Active Directory" login.


e. Password security policy, which defines the length, complexity and history of used passwords (compliance with the BiH Personal Data Protection Act (ZOZOP), GDPR and ISO 27001).
2. System needs to use a classification plan, which helps us provide suitable long-term preservation storage of documents. 

3. Data Management and Accessibility

The ECM within an organization should provide tools for its users and processes to be stored in a managed source and configured to facilitate the searching of content and its retrieval. The ECM system should make content accessible and available to authorized users within the organization and limited access to external users.

4. Content Security

The ECM should be equipped to restrict unauthorized persons from accessing content which is deemed to be of a confidential nature or critical to the continued existence of the organization.

5. Content Secure Sharing

System should allow users to share documents to external users as a private data vault between the sender and its recipient’s. Sharing should be protected with the following security mechanisms:
a. Each recipient should receive a unique URL for document access
b. Shared document should be protected with additional authentication defined by sender using the password policy as defined for system access.
c. Access to documents should be automatically revoked after specified period of time
d. Each access via external recipient should be stored in read-only audit trail.

6. Authentication and Legal Requirement

A well designed ECM should have a retention policy which indicates time content which should be kept in accordance to company, legal and regulatory requirements. This also shows authenticity of ECM content. System should provide a proven track of changes for the whole document lifecycle. Proven track should be implemented with standard mathematical and cryptographic algorithms and stored in read-only audit trail.

7. Content Management Cycle and Compatibility

Within an organization the ECM should manage content throughout its lifecycle of content creation, modification, retention and disposing of content. In the disposing of content the relevant authorization should be received and legal retention periods taken into consideration.
The design of ECM should make it easy to integrate with other content systems being utilized by the organization.

8. Performance and Reliability

The ECM system should be able to process high volumes of content for the users’ access on command within reasonable time whether through conducting searches or retrieving content and should support infrastructure and software scaling according to our needs.

9. User Friendly

The ECM system should be easily understood by its users and facilitates an environment for persons to adapt.

DOCUMENT CAPTURE
1. System needs to provide functionality to add documents to the system in one of the following manner:
a. by using a simple Drag & Drop function, 
b. e-mail transmission via Microsoft Outlook, 
c. via the integration interface (from any other IT system),
d. from paper documents using pre-prepared solutions with specialized scanners and multifunction devices (MFC) and special dedicated software for efficient electronic format conversion (standard OCR ISR software packages).
2. Capture all file types
3. Capture from any physical location - upload
4. Automatically classify documents accordingly to the documents classification (“Lista kategorija”)
5. System should be able to capture electronically signed documents and verify document signature at capture time for at least PDF and XML documents.

DOCUMENT MANAGEMENT
1. All documents, data and settings should be stored in a SQL database, which provides a safe repository
2. Backups needs to be performed on the database level, which in case of permanent loss of a specific document must be restored to a parallel system, from which documents can be copied to the production system. 

3. Documents may be restored to previous states using document versions, which are automatically generated in the system.
4. System should support also recycle bin for deleted documents. User who deleted or Administrator should be allowed to restore the deleted document. Search of documents should also work on deleted documents.
5. All users have access to stored documents in accordance with the assigned authorizations. Any user can see and has access only to those objects, for which they have been assigned corresponding rights. System should provide functionality of the access the documents and contents everywhere and at any time through the browser. 
6. System should provide functionality to open the most commonly used Microsoft Office documents (e.g. Word and Excel) directly from the browser and can be edited without saving them locally.
7. The System should provide the ability to submit document into the predefined business process (BPM).
8. The system should provide the ability that any document can be downloaded to user computer in the following formats:
a. the original format is intended for further content processing,
b. the PDF format is intended for distribution or sharing between users since it is optimized to use as little space as is possible, while at the same time ensuring appropriate quality of document content,
9. Every document needs to be automatically locked when user works on is. 
10. The System should enable advanced search types enabling users to quickly and easily access the desired data:
a. “general search” which functions in a way similar to Internet browser search functions (e.g. Google); It is used for quick content access. The search engine therefore should performs search across all attributes or metadata as well as document contents,
b. "Advanced search" using the so-called QL language (Query Language). This type of search is suitable both for users who are already familiar with the use of syntax (it functions similarly to the ANSI SQL syntax) as well as for users who have no experience using syntax. The latter can use the Query Builder, which allows for easy creation of QL expressions. In any case, when entering queries system always offers automated query suggestions based on query context (Syntax Auto Complete), 
c. “Customized user search" allows setting up of predefined searches, which additionally simplify the search for users. 
11. The system should enable at least three types of authorization, namely:
a. Determining security categories for documents or subject matters enables the setting of safety access level on the basis of basic authorizations that are set at the level of organization and users. Levels are as follows: PUBLIC, INTERNAL, CONFIDENTIAL, STRICTLY CONFIDENTIAL, SECRET, TOP SECRET. 
b. Authorization for a single document, subject matter or even repository location.
c. Authorization by means of pre-defined activity in the process of document approval (BPM).
12. Collection, classification and recording of incoming documents (Hard and soft copy )
13. Joining documents in group using metadata as necessary
14. The system should provide full text search option

15. Distribution of documents and monitoring using different notification mechanisms
16. System should provide the possibility for a user to receive the following notifications:
a. When document was created
b. When document was change
c. When a comment was added on the document
d. When a document is deleted
17. When document is moved to another location
18. Manipulation of documents
19. Administration module for management of the system
20. Central repository supporting all standard document formats (Microsoft office, PDF, TIF, commonly used image files, Multimedia files (binary), txt, etc.) 
21. Providing document metadata creation and document classification in the repository
22. Provide Fine Grained Access Control 
(FGAC) mechanism for security and privileges inside the system

WORKFLOW - BPM MANAGEMENT
1. BPM module needs to be an integral part of the ECM system
2. The business process needs to be  accessible to authorized users and can be triggered in one of the following manner:
a. manually using a predefined electronic form,
b. directly from the document located in the document library,
c. from another linked business process,
d. on the basis of pre-defined system events (e.g. when adding a document to a specific location, dedicated folder),
e. from external applications using an integration interface.
3. Document workflow needs to support standard BPMN notation (BPMN 2.0)
4. System needs to provide functionality to use standard external tools in offline mode for the workflow design
5. Implementation of the Workflow as a series of steps in which document passes from one phase in the process to another one
6. Term 'document' in the workflow includes basic or main document with all related ( supportive) documents which are created in the system and linked to the basic document – called 'Document Case'
7. Workflows should be automatically executed whenever specified 'trigger event' occurs. 
8. Every defined workflow in the system should be flexible and possibly changed during the execution. It should be possible to manually execute any step of the Workflow, to change the receiver of the documents and records and to stop execution of the Workflow manually, in any step of its execution.
9. Each action in the Workflow should be monitored and inserted into the Audit trail system. From the audit trail system it should be possible to retrieve different information and reports about the actions performed in the Workflow
10. Workflow should provide more functionality, requirements that require the use of the advanced workflow engine are things like:
a. Assignment of tasks to specific users or groups
b. Parallel paths through the business process
c. Decisions based on content metadata or other criteria
d. The ability to handle exceptions
e. Create Timers
f. Decisions based on business rules
11. Advanced workflow should be able to model any business process including decisions, splits, joins, parallel flows, wait states, and timersAdvanced workflow can include custom business logic in so-called plugins, which can call external services in which system gets or send information regarding next step decisions. 
12. Workflow should maintain state and process variables (metadata) about the process itself
13. Workflow should support assigning tasks to individuals, groups, and pools of users
14. A user should have the possibility to define an alternate user who receives the same rights for a defined period of time, when the users is not in the office or is on leave of absence.
15. A user in administrative role should have permissions to provide monitoring and manipulation of currently executing instances of processes.
16. A user in administrative role should be able to change or redirect a task to a new user or group.
17. Workflow should support decisions according to business rule matrix, which can be changed for currently running instances of process.

RECORDS MANAGEMENT – DIGITAL ARCHIVE
1. System should be able to convert most common document formats to format for long-term preservation of documents(at least PDF/A)
2. GDPR compliance
3. Certification by National archive for long term preservation in one EU country
4. Revision log for each action on document
5. System needs to provide possibilities for document sharing by email
6. Powerful search features
7. Metadata based document repository
8. Administration module for management of the system
9. Document archiving
10. Central repository supporting all standard document formats (Microsoft office, PDF, Multimedia files (binary), txt, etc.) 
11. Providing document metadata creation and document classification in the repository
12. Provide Fine Grained Access Control 
(FGAC) mechanism for security and privileges inside the system
13. Provide Backup and Archiving modules

SECURITY
1. All information transferred between the user and system needs to be encrypted using the secure standard protocols HTTPS,
2. System needs to enables following system login options, namely: 
a. using a personal qualified digital certificate, 
b. Active Directory or 
c. username and password;
3. The password security policy needs to be is implemented according to the OWASP good practice. It has to enable complexity, password history and the so-called “lock out" user policy (i.e. the number of tries before the account is locked),
4. For each activity carried out by an authorized user, an audit trail needs to be automatically kept in accordance with the good practice for the regulatory sector,
5. For each document, information regarding the document authenticity needs to be recorded in the system and the unique content value (HASH) needs to be calculated thereon evidencing the existence and authenticity of the document,
6. For each document, a digital signature and timestamp needs to be created according to the RFC 6283 standard or Extensible Markup Evidence Record Syntax (XMLERS) which ensure all the basic principles of document storage (accessibility, usability, integrity, authenticity and durability) and legal validity thereof,
7. Verifying the digital signature validity of digitally signed documents needs to be enabled. At least the following file formats needs to be supported: XML, PDF, e-mail message S/Mime (Microsoft Outlook MSG, EML),
8. Access to all information needs to be possible to authorized users only. Authorizations may be determined at the level of the user or user groups.
9. System should provide full RBAC security and access control
10. System should provide management of Security Users and Roles
11. System should support different standard authentication mechanisms and allow administrator to choose one 

SCALABILITY
1. The system needs to be extensible in a manner that in the case of an increased volume of documents, information, active business processes and users, a new server can be simply added in cluster, which will take additional system loads and maintain its basic operating speed,
2. System needs to provide unlimited number of documents, metadata and active processes
3. System needs to provide “multitenant” functionality. Every tenant should have separate database on physical level


REMOTE & MOBILE ACCESS
1. System needs to be accessible using only an web browser (the most frequently used web browsers needs to be supported) regardless of whether it is located on a PC or mobile device. 
2. The appearance of the system and its functionalities needs to be adjusted to the size of the device used by the user or depending on the screen resolution ("responsive design" or "adaptive design")


INTEGRATION
1. ECM and eLegislation modules (Item 1.1 and 1.2)  needs to be integrated into a single system eParliament
2. All parts of the eParliament needs to be integrated with Active Directory
3. Integration should not require any customized code
4. Should support following min. technical interoperability solutions:
a. API 
b. REST Interface
c. File based access to repository

INSTALLATION AND IMPLEMENTATION
1. System should be installed and configured in following locations :
a. Parliament of BIH, Sarajevo
b. Parliament of FBIH, Sarajevo
c. National Assembly of RS, Banja Luka
d. Assembly of BD, Brčko
2. System should be installed on existing equipment in Data Center
3. Installed software should include licences for following number of users in the beneficiary institutions :
a. Parliament BiH 240 users
b. Parliament FBiH 180 users
c. NA RS		140 users
d. Assembly BD	50 users
4. Appoint the Lead Project Manager and the Project. Team. Project teams (Contractor and Parliaments) will have meetings at least once in 15 days, and if necessary, more frequently. Project teams will jointly make an analysis of all requests that are the subject of procurement, consider different solutions and find the best approach and design of the system. The analysis will include technical specifications and interviews with members of the Parliaments project team, as well as interviews with other employees or working groups in the Parliaments.
5. Offer should include licences for any required third-party software such as RDBMS, documents capture software, collaboration software or similar.

WARRANTY CONDITIONS:
1-year on-site support
Maximum response time: 1 business day
Maximum time for repair: 3 business days
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	1.3
	Initial system configuration for Item 1.1 and 1.2 
· Basic system configuration 
· Language settings 
· Data exchange interface configuration 
· Configuration of all templates in all languages and scripts in use 

Import of users with basic settings (multi-linguality, access rights, organisational structure reference)
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	1.4
	Deployment, User and technical documentation for Item 1.1 and 1.2.
Provide (along with the Item 1.1 and 1.2.):
· Detailed and updated manual that covers all system management functions;
· Detailed and updated electronic manual covering all user functions;
· Handy guide to which all Disaster Recovery procedures are recorded, possible impact on users and the functioning of and guidance on what Parliaments must do to ensure the smooth flow and continued work (business continuity).
· The System Implementation Guide shall include, but not be limited to the following:
· Detailed system design specifications;
· Detailed technical architecture documentation including information and diagrams that show systems, interfaces, and hardware and software architecture;
· A complete description of software and
· instruction on its operation;
· Operational maintenance procedures;
· Availability and Capacity Plan;
· Business Continuity Plan, Backup Plan and
· Disaster Recovery Plan.
· A screen-oriented training manual that contains all the procedures necessary for the successful operation and interaction with the system.
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	1.5
	User and administrators training for item 1.1 and 1.2 
End-user training and transfer of know-how shall be provided to all system users. Additionally, the involvement of beneficiary staff in the processes of discussions and thinking through of system design, system building, functionality testing, and similar, has to be ensured.

The trainings shall be organized as a “train the trainer” courses, where trainees shall be provided with training skills and all necessary knowledge for the training of future system users.

The estimated number of users requiring training and the related estimated minimum number of training hours for different user groups are as follows:
· System administrators; Number of users:8; Number of hours:40
· System developers: Number of users: 6; Number of hours: 40
· eLegislation and ECM users; Number of users: 500; Number of hours:24
· Trainers for the new users; Number of users: max 40; Number of hours:16

General requirements related to trainings are:

1. The training providers should have a substantial and proven experience in the respective fields. 
1. All trainings must be conducted in one of the BiH official languages.
1. All training materials must be in one of the BiH official languages.
Detailed training plan should be developed during the initial phase of the project.
Trainings will take place at the beneficiary  locations as defined in the table below:
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Table 1: Delivery location
	No.
	Location 
	Abbr.
	Address

	1
	Parliament of BIH
	PA BIH
	Trg Bosne I Hercegovine 1, 71000 Sarajevo, BiH

	2
	Parliament of Federation of BIH
	PA FBIH
	Hamdije Kreševljakovića br. 3 71000 Sarajevo, BiH

	3
	National Assembly of RS
	NA RS
	Vuka Karadžića br.2. 78000 Banja Luka, BiH

	4
	Assembly of Brčko District
	A BD
	Mladena Maglova, 2, 76100 Brčko distrikt, BiH




