ANNEX II + III:
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Contract title: Supply of ICT equipment for Judicial Institutions in BiH (Re-launch of Lot 3 - Videoconferencing system) 
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Publication reference: EuropeAid/131226/C/SUP/BA
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)  

· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.

Videoconferencing for the Judiciary in Bosnia and Herzegovina

Video conferencing is an efficient tool that has the potential to accelerate cross-border procedures and to reduce costs in civil as in criminal processes. Additional advantages of video conferencing are to reduce costs of court proceedings, the possibility of its mobility (training of judges, witness testimonies from remote locations, etc.).
Specifically, after the introduction of video conference systems, the judiciary of Bosnia and Herzegovina will be able to provide:

· Time saving that would be spent on travel of witnesses to testify, as well as travel to meetings of the Council

· Reduction of costs related to transportation, accommodations, etc.

· Increased productivity because it is possible to perform more meetings, consultations, agreements, negotiations, etc.

· Time and space flexibility

Use of interactive learning contents and different media (with text and pictures and sound, videos, animations, simulations) for presenting content and availability of content 24 hours online.
For the solution of establishing of infrastructure for video collaboration following devices will be used:

· Multipoint Conference Unit (MCU)

· Videoconferencing Management System (VMS)

· Videoconferencing Communication Server (VCS)

· Videoconferencing Recording Server (VRS)

· Videoconferencing Endpoint type I (EP1)

· Videoconferencing Endpoint type II (EP2)

· Videoconferencing endpoint type III (EP3)

The base of infrastructure and a central aggregation point for all video calls and conferences will take place at the MCU unit. Control of all devices, in established infrastructure, will be maintained by the VMS unit. VCS unit will be responsible for establishment of smart calls through known protocols and maintenance of these calls.

To enable video calls three types of end devices will be used, depending on the level of technical equipment of a specific judicial institution.

EP1: The device is codec of a higher level and will be used in the District Court in Banja Luka.

EP2: The device is codec of a higher level which will be used in courtrooms equipped with AV equipment and overhead areas, with technical capabilities for the hearing of protected witnesses.

EP3: The device is codec with HD camera and microphone so called "integrated codec" and it will be used in courtrooms without AV equipment or as a portable device, as it should be available in a protective portable suitcase.

To reproduce image and sound in the courtroom of a higher level (district or cantonal courts), AV system that will be installed through a “European Commission project for the improvement of technical and physical conditions in the cantonal and district courts for processing war crimes” will be used, while in the courtrooms of lower level the court will provide the screen and speakers with HDMI connection.

Recording of video-call is one of technically and legally most vulnerable parts of the process. For those reasons this will be implemented in the courtroom itself, in its original form, rather than on VRS server. For other purposes recording will be made on VRS device, on the central location.

System description

At the central location in Sarajevo, there will be a core and videoconference controlling system.
For distant courts was necessary to provide an end-point devices to be connected by EP1, EP2, EP3.

As a backup central location, in the future, the District court in Banja Luka can be planned, with almost all the features of a central location. In the first phase, in Banja Luka, it is possible to implement the so-called type 1 device "multipoint unit" functionality, with which the court in Banja Luka would become a point for connecting up to 4 simultaneous calls.

The basic network connectivity of the systems will be exercised through virtual private network (VPN), and thus enable implementation of video-oriented network. Centre of the network will represent the VCS that will serve as gatekeeper and which will be responsible for the connection, inspection, and maintenance of all calls. VCS will still be responsible for the integration of the CCU unit in Sarajevo, and the integration of all other endpoint devices with other remote locations.

Calls will terminate at the CCU unit which will serve to create all the meeting rooms and will be able to provide a variety of video conferencing for a larger number of participants.

VMS, in the whole scheme, will be the central point of control, creating and inviting participants in a video conference room, monitoring of all devices in the network, control of leakage volume and facilitate reporting on all call activities within the network.
	ID No.
	Specifications
	Qty
	Specifications  Offered
	Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes

	1.1
	Multipoint Conference Unit
· Support users connecting to CCU with different kinds of endpoint devices of multiple vendors
· support for minimum 20 simultaneous HD connections

· support for resolutions of up to 1080p 30fps in continuous presence
· 30 frames

· supported aspect ratios 4:3 and 16:9
· Support for the following video standards: H.261, H.263, H.263+, H.264

· Support for the following audio standards: G.711, G.722, G.722.1, G.729, 
· Support for the following protocols: H.323, SIP, H.235 (AES), SRTP, TLS, H.239, RTP, HTTP, HTTPS, SNMP
· Conference rates of up to 4 Mbps per connection (H.263, H.264)
· Audio/video transcoding and transrating
· 10/100/1000 Mbps full/half duplex, RJ-45 Ethernet interface
· Possibility to backup configuration to network location
· Management and configuration via web server or vendor application
· Conference scheduling and reservation

· Content Sharing

· Different levels of access rights and privileges for administrative users

· AES encryption,
· Pin-protected or password protected conferences

· Event auditing in logs
	1
	
	
	

	1.2
	Videoconferencing Management System

· Able to manage multi-vendor videoconferencing infrastructure and endpoint devices

· Web based interface

· Ability to gather system information  (infrastructure usage and utilization, checking status of system components, problem reporting) from single point

· Capability to remotely perform system maintenance tasks - software upgrades, configurations, restarts 

· Ability to manage calls made on multiple protocols (H.323, SIP, ISDN)

· Capable of configuring endpoints, videoconferencing infrastructure and recording systems
· System must support single sign-on authentication of users using Windows® authentication

· Ability to define access rights to groups of users and devices

· Ability to create summary reports
· Ability to capture call detail records (CDR) 

· Graphical display of infrastructure usage and call status

· Event logging 
· Ability to function as corporate directory (address book) server of videoconferencing endpoints and distribute address books to endpoints

· Supports automatic creation of phone books, including Active Directory and H.350

· Ability to check MCU and endpoints for resource availability and resource reservation

· Ability to manage conference and participants connections centrally

· Ability to manage cascaded conferences 

· Support for scheduled and ad-hoc conferences
· Ability to create, edit or delete booked conferences

· Ability to view and control videoconferencing participants, extend or terminate the conference
· Ability to schedule point-to-point or multipoint conferences
· Ability to create a data conference for participants to share applications and edit documents

· Ability to schedule conferences and invite participants using Microsoft Outlook, or equivalent.

· 50 management licenses
	1
	
	
	

	1.3
	Videoconferencing Communication Server

· Support for up to 1,000 registrations

· Support for up to 500 calls

· License for 20 local calls

· Web-based (HTTP and HTTPS) management and configuration

· Authentication required when connecting to VCS

· Roles based password protected user access

· H.323 gatekeeper

· SIP Proxy
· Compatible with H.235 v2 and v3 enabled H.323 devices

· SIP and H.323 support, including SIP/H.323 gateway
· IPv4 and IPv6 support

· Supports H.323-SIP Interworking

· Supports H.323-SIP Interworking Encryption

· Call logging and diagnostics

· Zone calling rules

· Central administration of multiple zones

· Maximum bandwidth control per call/endpoint
· Downspeeding option for calls that exceed the available bandwidth

· network failover

· Control of endpoint registration process
· Support for NAT Traversal
· Support for manual registration of H.323 and SIP endpoints
· Supports H.245 call control

· Registrations must survive system restart

· ITU-T H.323 and H.460.18/.19 compliant

· Supported RFC 3261, RFC 3264, RFC4566
	1
	
	
	

	1.4
	Videoconferencing Recording Server
· 1 recording port/session and minimum 3 playback ports/sessions
· H.323 standard-based

· Supported audio standards: G.711, G.722, G.728
· Supported protocols: H.323, SIP, H.239, RTP, HTTP, SNMP
· Recording at bit rates from 128 kbps to 2 Mbps

· Supported video resolutions from CIF to HD 720p

· Possibilty of streaming live or recorded content

· Possibility of recording and playback of point-to-point and multipoint conferences (voice, video and content)
· Possibility of recording from endpoints or MCU

· Recording from H.239 capable endpoints

· Possibility to pause, rewind, and fast-forward recorded playback

· Streaming at multiple bandwidths

· Support for multicast streaming

· Records in Windows Media or MP4 or MP3 format
· Storage for minimum 300 recorded hours

· Possibility to apply secure recording, streaming and content playback

· Ability to define access rights to groups of users

· Web-based management and configuration
· Logging supported
	1
	
	
	

	1.5
	Videoconferencing Endpoint type I

· Transmission speed H.323 up to 4Mbps
· Support for firewall traversal functionality
· Supported video standards: H.261, H.263, H.263+, H.263++, H.264
· Support for resolutions up to 1080p
· Supported audio standards: G.711, G.722, G.722.1,

· H.239 & H.323 support

Video:

· 1 X Composite or HDMI or DVI Input (In the case that HDMI or DVI is used as video input, adapter to Composite Video should be included)

· 1 X Composite Output ((In the case that HDMI or DVI is used as video input, adapter to Composite Video should be included)
Audio:
Audio input: 

· 1 x microphone, 48V phantom powered, XLR connector or RCA Stereo 1 x 3.5mm line jack

Audio output:

· 1 x XLR connector or RCA Stereo 1 x 3.5mm line jack
· Automatic noise reduction

· MultiSite or MCU support
· Encryption support with H.235
· DNS support
· Support for local and corporate directory

· Support for LDAP directory
· IP bandwidth management

· Data rate downspeeding

· Web-based management
· 1 x LAN/Ethernet (RJ-45) 10/100 Mbit

	1
	
	
	

	1.6
	Videoconferencing Endpoint type II
· Transmission speed H.323 up to 2 Mbps
· Support for firewall traversal functionality
· Supported video standards: H.261, H.263, H.263+, H.263++
· Support for resolutions up to HD720p

· Supported audio standards: G.711, G.722, G.722.1, G.728
· H.239 & H.323 support
· Video inputs:
· 1 X Composite or HDMI or DVI Input (In the case that HDMI or DVI is used as video input, adapter to Composite Video should be included)
· Video outputs:

· 1 X Composite or HDMI or DVI Output (In the case that HDMI or DVI is used as video input, adapter to Composite Video should be included)
· Audio inputs:

· 1 x microphone, 48V phantom powered, XLR connector or RCA Stereo 1 x 3.5mm line jack
· Audio outputs:

· 1 x XLR connector or RCA Stereo 1 x 3.5mm line jack
· Automatic noise reduction
· Support for automatic CP layouts

· H.264 support
· Encryption support with H.235
· Dual Stream 
· Data rate downspeeding
· Packet loss recovery
· DNS support

· IP bandwidth management
· ISDN BRI (RJ-45), S-interface

· 1 x Ethernet (RJ-45) 10/100 Mbit

· Web-based management
· Possibility of remote software upload
· Remote control
· Support for local and corporate directory

· Support for LDAP directory

	16
	
	
	

	1.7
	Videoconferencing Endpoint type III
· Transmission speed H.323 up to 2 Mbps
· Supported video standards: H.261, H.263, H.263+
· Support for resolutions up to XGA

· Supported audio standards: G.711, G.722, G.722.1,

· H.239 & H.323 support

· Video inputs:

· 1 x HDMI
· 1 x DVI

· Video outputs:

· 1 x HDMI output

· Audio inputs:

· 1 x microphone 48V phantom powered, XLR connector
· 2 x 3.5mm line jack
· Audio outputs:

· 2 x 3.5mm line jack
· 1 x HDMI

· Automatic Noise Reduction
· Encryption support with H.235
· DNS support
· IP bandwidth management

· Camera:

· CMOS

· Minimum 10 x zoom

· Minimum 1280 x 720 pixels
· Automatic or manual focus/brightness/white balance
· Dual HDMI and HD-SDI output

· Web-based management
· Possibility of remote software upload
· Support for local and corporate directory

· Support for LDAP directory
· 1 x LAN/Ethernet (RJ-45) 10/100 Mbit
	5
	
	
	


Contractor must install, configure, put into operation and test whole videoconferencing system.
Contractor must provide minimum 5-day training that will cover administration, configuration and management of the video conferencing system to 2 HJPC administrators.
Delivery locations:
	
	Item 1.1
	Item 1.2
	Item 1.3.
	Item 1.4.
	Item 1.5.
	Item 1.6.
	Item 1.7.

	
	
	
	
	
	
	
	

	HJPC Sarajevo
	1
	1
	1
	1
	
	1
	2

	District court Banja Luka
	
	
	
	
	1
	
	

	Cantonal court Bihać
	
	
	
	
	
	1
	

	Cantonal court Tuzla
	
	
	
	
	
	1
	

	Cantonal court Zenica
	
	
	
	
	
	1
	

	Cantonal court Novi Travnik
	
	
	
	
	
	1
	

	Cantonal court Mostar
	
	
	
	
	
	1
	

	Cantonal court Livno
	
	
	
	
	
	1
	

	Cantonal court Sarajevo
	
	
	
	
	
	1
	

	Court of BiH
	
	
	
	
	
	1
	

	Supreme court FBiH
	
	
	
	
	
	1
	

	Supreme court RS
	
	
	
	
	
	1
	

	District court Bijeljina
	
	
	
	
	
	1
	

	District court Doboj
	
	
	
	
	
	1
	

	District court East Sarajevo
	
	
	
	
	
	1
	

	District court Trebinje
	
	
	
	
	
	1
	

	Basic court of Brčko District
	
	
	
	
	
	1
	

	Municipal court Sanski Most
	
	
	
	
	
	
	1

	Basic court Foča
	
	
	
	
	
	
	1

	Basic court Srebrenica
	
	
	
	
	
	
	1

	TOTAL
	1
	1
	1
	1
	1
	16
	5
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