1ANNEX II + III  :
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER 
Contract title : Supply of ICT equipment for BiH Presidency


p 1 /…

Publication reference : EuropeAid/130153/C/SUP/BA
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)   

· Column 4 allows the tenderer to make comments on his proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.

1. Background

The Presidency of Bosnia and Herzegovina in the framework of its authority operates according to the Constitution of Bosnia and Herzegovina, General Framework Agreement for Peace in Bosnia and Herzegovina and its annexes, laws of Bosnia and Herzegovina and Rules of Procedure of the Presidency of BiH. The Presidency of BiH represents and symbolizes the sovereignty of Bosnia and Herzegovina, and has the duty to coordinate the activity of its institutions and defend the interests of the entities, relating to the constitutive peoples and all citizens.

The BiH Presidency is composed of three members: Bosniac, Croat and Serb. The BiH Presidency has responsibility for:

· Conducting the foreign policy of Bosnia and Herzegovina.

· Appointing ambassadors and other international representatives of Bosnia and Herzegovina, no more than two-thirds of who may be selected from the territory of the Federation.

· Representing Bosnia and Herzegovina in international and European organizations and institutions and seeking membership in such organizations and institutions of which Bosnia and Herzegovina is not a member.

· Conducting negotiations for concluding international agreements of Bosnia and Herzegovina, denouncing, and, with the consent of the Parliamentary Assembly, ratifying treaties of Bosnia and Herzegovina.

· Executing decisions of the Parliamentary Assembly.

· Proposing, upon the recommendation of the Council of Ministers, an annual budget to the Parliamentary Assembly.

· Reporting as requested, but not less than annually, to the Parliamentary Assembly on expenditures by the Presidency.

· Coordinating as necessary with international and nongovernmental organizations in Bosnia and Herzegovina.

· Performing such other functions as may be necessary to carry out its duties, as may be assigned to it by the Parliamentary Assembly, or as may be agreed by the Entities.

The BiH Presidency is composed of the three Cabinets of BiH Presidency members and the Secretariat, as the expert service, which was established in order to provide expert, administrative and technical support to the BiH Presidency members during performance of their collective as well as individual duties. 

Most frequent communication of the BiH Presidency is directed towards the BiH Council of Ministers and the Ministry of Foreign Affairs, Ministry of Defence, Central Bank of BiH, as well as other ministries and institutions in order to realize competence entailed by the BiH Constitution. 

Also, the BiH Presidency cooperates and communicates on a daily basis with Embassies and other international diplomatic headquarters in BiH, etc.

2. Objective

The global objective of the tender is to implement and introduce into daily work of the Document Management System (DMS) Platform in the Presidency BiH using delivered ICT equipment and prepare environment for DMS Application.

The specific objective of this tender is to provide the Presidency BiH with the specified equipment, install, configure and test delivered equipment implementing DMS Platform in the Presidency BiH in line with technical specification.

3. Existing ICT Infrastructure and planned reconstruction works in the Presidency BiH

Document management system Platform needs to be delivered according to this technical specification and must be integrated with existing eGovernment system platform that is already implemented and used in daily work by Council of Ministers of BiH. The Presidency’s organisational structure consists of the three Cabinets of BiH Presidency members and the Secretariat where the DMS Platform is planned to be used. DMS system will be used by approximately 100 users from the Presidency BiH.
Local computer network infrastructure, server room and power supply installations in the Presidency BiH are not adequate for the DMS Platform implementation why the Beneficiary will use LAN infrastructure which will be established through separate tender. The passive network infrastructure will be built by standard with one main concentration point in the server room (KO-A) and three horizontal concentration points, one at the second floor (KO-D) and two at the first floor (KO-B and KO-C). 
There will be redundant fiber optic connections (total of 6 physical FO, 2 per concentration point) from every concentration point  which are connected to the main concentraion point at the server room. Redundant FO cables will be sited in opposite direction. Horizontal cabling (SFTP CAT6) will be implemented from each concentration point to offices at that floor. Passive network infrastructure is shown at the Picture 1 below.
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Picture 1: Passive network infrastructure
The server room is located within the Beneficiary’s building on the first floor and will be reconstructed by separate tender. After the reconstruction works server room will have redundant air-conditioning, anti-static floor, one rack with passive network components for main concentration point with space for the active network equipment. The power supply installations are going to be adequate for DMS Platform equipment specified in this document.
Presidency BiH possess one server which could be used for the DMS Platform with following hardware configuration: Intel Xeon 2.8GHz processor, 2GB RAM, 3x75GB HD Drives, Raid Controller, dual power supply.
Following licenses forseen for this Contract will be provided by Presidency BiH: 5xMS Windows Server 2008 R2 Enterprise Edition, 1xMS Exchange 2010 Server Standard Edition, 2xMS SharePoint 2010 Server, 1xMS Forefront TMG Enterprise Edition, 2xMS SQL Server 2008 R2 Standard Edition, 1xMS System Center Configuration Manager, 1xMS ForeFront Identity Manager Server 2010, 100xMS ForeFront Identity Manager 2010 CAL, 100x Desktop Proffessional Platform (MS Office ProPlus, Core CAL, Upgrade OS).
The Beneficiary’s has ICT personnel who will be in charge for the maintaining of the network and ICT solutions implemented through this tender.

4. Existing ICT Infrastructure in the CoM BiH

Network

Logical infrastructure is based on VLAN design and deployment. Design allows logical separation of users belonging to different institutions, servers in different parts of the network and guest access users. System in CoM building utilizes Cisco VTP protocol for dynamic VLAN distribution between switches. Protocol in use is VTP version 2 with authentication and pruning. Core switch is configured as VTP server and all other access switches as VTP clients. Every institution included in CoM network has clients, services which are available only to clients in their institution and service available to users in other institutions. In this manner VLAN infrastructure is designed with three VLAN’s per institution:

· User VLAN for user computers in that institution

· Private services VLAN for servers with services available only to users of that institution

· Public services VLAN for server with services available to users in other institutions

L2 security is based on minimizing threats and misuse of resources. Also machine and user authentication use IEEE 802.1x protocol. Communication protocol between switches and AAA server is RADIUS with proprietary Cisco VSA extensions. AAA service is performed by Cisco Access Control Server installed in eGovernment system. Configuration has been done to connect AAA server and Active Directory domain to provide ability for authentication of machine and user.
L3 security policies is enforced on all devices in the network. Access switches download dynamic ACL from AAA server and implement that policy on traffic to and from computers connected to the ports in case of successful authentication.

Connection to public Internet is protected with firewalls and treated as a hostile zone. Behind the firewall is CoM network with separate VLAN’s with different security policies and trust levels.
Remote locations that are part of CoM are connected to central CoM building via leased lines and Internet VPN. To simplify maintenance all traffic between locations flow thru VPN tunnel. At every location there must be router connected via leased line to CoM building and, thru firewall, to Internet. Router at CoM building act as a HUB router and routers at remote locations act as SPOKE routers. Routers maintains VPN tunnel at all times, traffic primary flow thru the leased line, if leased line fails traffic will flow thru the Internet. By using dynamic routing protocols (OSPF) users at remote location have non-stop access to CoM building network with automatic route change.
All computers allowed to use network resources have to be part of Active Directory domain. Generally no exception is allowed to maintain full network security.

Services

Council of Ministers of BiH has signed Enterprise Subscription Agreement and Premier Support services with Microsoft BH, so all workstation and server based system software and applications implemented in CoM BiH are based on licensed Microsoft products. 

Implemented structure is based upon a single forest structure in Active Directory of the CoM BiH with one domain tree with root domain and one level of subdomains, because there is a need and requirements from some institutions to administer their own domain in the CoM BiH domain tree.

Internal DNS name space are created in accordance with design of AD domain structure - with one root domain and child domains for ministries that has its resources to hold domain controller infrastructure.
Public name space is created only on public DNS servers, while central DNS server of the CoM BiH use public DNS servers as forwarders for resolving both public CoM BiH domain and all other public domains

Deploying WINS, NetBIOS name resolution is provided for clients on the network. WINS clients register their names at a local WINS server, and the WINS servers replicate the entries to the other WINS servers. 

DHCP is implemented in such a way as to divide DHCP scope according to 50/50 principle on two DHCP servers.

Offline CA is installed on virtual machine.

Following servers are operational and provide services for all clients in CoM BiH: MS Windows 2003, ISA 2006 Server, Exchange 2007 Server, Anti-virus software, Office Communication Server 2007 with Instant Messaging, SQL 2005 Server and SharePoint Portal Server 2007, Offline Root Certificate Authority. 

Exchange 2007 infrastructure and Communication Server 2007 provide following services to all users:

· Offical email address and mailbox using email client or Webmail access

· Internal Instant Messaging

Based on Microsoft SQL 2005 Server, SharePoint Portal Server 2007 and customised applications following services are available for all or special groups of users:
· Intranet Portal

· eSesson CoM BiH

· Web Portal
CoM BiH is in the process of migration to MS Windows 2008 AD infrastructure and MS Exchange 2010.
5. Implementation

This tender is divided in three separate LOTs according to type of services provided by them.
LOT 1: DMS Platform implementation

DMS Platform consists of active network and servers’ infrastructure equipment delivery, installation, configuration and necessary integration with eGovernment system in the CoM BiH.
Since the DMS Platform must be integrated with eGovernment system implemented in the CoM BiH, Presidency BiH will provide licenses foreseen for the DMS Platform implementation (see Chapter 3 of this document).
The platform, which will be integrated in the existing ICT system and connected to eGovernment system, should support 3-tier architecture of DMS application, security, scalability and high availability of DMS. The Contractor has to deliver and install DMS platform, which is composed of:

· DMS Platform components (hardware and on-the-shelf software),

· Accessories and Consumables
The Supplier will provide and implement integral solution for the DMS Platform taking into consideration that DMS Platform includes physical and logical system organization, integration with eGovernment network and services, AD and services, implementation of Presidency AD domain as subdomain in the eGovernment AD forest, L2 and L3 security design, L3 internal VLAN routing and filtering, user authentication and network access integrated with AAA eGovernment services in CoM BiH, server infrastructure and network access services,  remote user VPN access, overall system security, system monitoring, PKI infrastructure.

DMS Platform components (hardware and on-the-shelf software)
DMS Platform must operate as one integral system for future DMS application. The Supplier will deliver all specified equipment (as per Specification), on-the-shelf software and install, configure and customize DMS Platform.
DMS Platform conceptual design is shown below on the picture 2. 
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Picture 2: DMS Platform Conceptual design

The Contractor shall deliver the following components:

· 2 Layer 3 Core Switches; 
· 2 Layer 3 Distribution Switches;

· 10 Layer 2 48 ports Access Switches;

· 2 Security Routers;

· 1 Firewall;

· 1 Wireless Controller;

· 10 Access Points;

· 2 Database servers;

· 2 Servers for virtualization;

· 2 Virtual Server Software licences;
· 1 Disk Storage System;
· 2 Storage Area network Switches;
· 1 Disk Backup;
· 1 Rack;

· 2 UPS 5000VA;
· 2 UPS 1500VA;
· 1 VPN Authentication Server licensed for 20 users, 1 authentication agent  and 20 OTP tokens;

· 50 Smart Card Readers and 120 pieces of Smart Cards;

The Contractor will deliver hardware and on-the-shelf software on time, and install, configure and test whole DMS platform.
The Contractor need to deliver necessary components as it is specified in Specification, installs, configure and integrate all components with existing Beneficiary’s infrastructure which should be integrated and connected to eGovernment system in the CoM BiH.

DMS Platform components (installation, configuration and customization) 
Following functional requirements are minimal:

· Installation, configuration, customization and implementation of active network equipment:

· In Presidency building there are total of four locations where equipment will be mounted in racks and connected to central server room (KO-A rack) with redundant fiber optic gigabit Ethernet connections.  At the first floor there are three locations where users will be connected to Access switches, one in the server room KO-A with 84 user ports and two 48-port switches, second KO-B with 62 user ports and two 48-port switches and  third KO-C with 80 user ports and two 48-port switches. At the second floor there will be KO-D with 174 user ports and three 48 port switches. All switches will be delivered with 1 SFP optical modules per switch. Distribution switches and Core switches will configure in stack configuration and communicate through bus. Routers and firewall will be connected to Core switches. Each communication node will be connected to distribution switches with redundant fibre optic Ethernet links to fully utilize existing physical infrastructure. Firewall will be used for VPN user connection.

· Core L3 switches will be installed, configured and tested;

· Distribution L3 switches will be installed, configured and tested;

· Access Switches will be installed, configured and tested;

· Routers and Firewall will be installed, configured and tested to provide secure connection to services provided by eGovernment System at the CoM building through main link and backup link, as well as to provide secure user access to Internet. All traffic between locations will flow thru VPN tunnel. Routers maintains VPN tunnel at all times, traffic primary flow thru the leased line, if leased line fails traffic will flow thru the Internet behind firewall. By using dynamic routing protocols (OSPF) Presidency BiH users will have non-stop access to CoM building network with automatic route change.

· WLAN controller will be installed, configured and tested;

· Access points will be installed, configured and tested as well as connected to WLAN controller;

· Logical infrastructure will be based on VLAN design and deployment separating users in four groups (by organisational structure in the Presidency, three Cabinets and Secretariat). Separate VLANs will be also created for servers, management and guest Internet access group. Single VLAN will be allocated for, core switches, distribution switches, access switches and WLAN controller while another VLAN will be allocated for management servers and/or workstations. Only specified traffic from other VLAN’s to management workstations will be allowed (RDP connections, HTTP/HTTPS, FTP).

· System should utilize VTP protocol for dynamic VLAN distribution between switches to be an integral system with the eGovernment system in the CoM BiH. 
· All switches and WLAN controller will be connected via trunk interface type to support traffic flow of all possible VLANs in network. Trunking protocol in use will be IEEE 802.1Q as a standard protocol.

· L2 security will be based on minimizing threats and misuse of resources. Also machine and user authentication will use IEEE 802.1x protocol with dynamic VLAN assignment and downloadable access lists for network resource access. 
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· All switch ports on access switches will utilize IEEE 802.1x authentication mechanism to provide dynamic VLAN assignment. If computer connected to the switch port does not support IEEE 802.1x authentication then, after unsuccessful authentication, dynamically it will be assigned to guest access VLAN.

· Authentication protocol in use, as part of IEEE 802.1x suite, will be PEAP (Protected Extensible Authentication Protocol) for both machine and user authentication. PEAP is protocol which relies on established PKI infrastructure in enterprise Active Directory domain and machine and user authentication mechanisms. As part of Active Directory domain existing eGovernment Certificate Authority installation will be checked and if necessary reconfigured to be operational. 

· Communication protocol between switches and AAA server will be RADIUS server implemented at the eGovernment system (see Chapter 4). Configuration for DMS platform will be done to connect Active Directory sub-domain to AAA server to provide ability for authentication of machines and users from the Presidency BiH. In Active Directory machines and users will be sorted into Organizational Units which will correspond to organisational structure in the Presidency and every OU will have mapping to a group in ACS with specific parameters applied for that group.


[image: image3.emf]Access switch

AAA server

Active Directory 1: RADIUS access request

2: LDAP and Kerberos query 

for user authentication

3: Response with user group 

assignement

4: RADIUS access accepted 

with VLAN and ACL 

parameters


· On all access switches statically configured L2 security features will be: On every port on access switches only one MAC address will be allowed of the computer authenticated on that port, in case second MAC address is learned on that port it will be automatically placed in shutdown state

· Guest access VLAN will have DHCP address assignment with DHCP server configured at the core switches with ARP authorization to prevent static IP address configuration by the clients and DHCP snooping.
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· After successful 802.1x authentication process in response from AAA server access switch will get dynamic VLAN assignment and dynamic ACL entries for group that computer and user are belonging to. After application of that rules computer will be allowed to get IP address from DHCP server and IP traffic will be allowed.

· System management of network devices will be done from servers and machines located in Management VLAN. All other access will be denied. Protocols in use will be:

· SSH v2 for management access from servers to network devices

· TACACS+ for AAA services from network devices to AAA server

· HTTPS in case WEB based management is used

· SNMP for management from system management application

· Syslog for system messages transmission from network devices to system management application

· L3 security policies will be enforced on all devices in the network. Access switches download dynamic ACL from AAA server and implement that policy on traffic to and from computers connected to the ports in case of successful authentication.

· All management access to network device will be filtered by IP access lists on devices. Only specific protocols from specific servers will be allowed and all other traffic denied.

· Protocols for system access will be SSH v2 and HTTPS in case of WEB access to device. SSH v2, HTTPS and TACACS+ are encrypted protocols which will make eavesdropping impossible. Unencrypted traffic will be denied.
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· Connection to public Internet will be provided through eGovernment System. Presidency BiH network will be configured with separate VLAN’s with different security policies and trust levels.

· Configuration and instalment of clients in DMS platform:

· Prepare procedure for instalment and joining client machine and user account to network and AD infrastructure.

· Apply and test procedure using 8 machines and user accounts (2 per user’s VLAN).

· Installation, configuration, customization and implementation of database, virtual servers, backup and storage infrastructure:

· MS Windows Server 2008 operating systems, provided by Presidency BiH, must be installed and configured on all servers;
· 2 Database servers must be clustered for redundancy and high availability as well as MS SQL Server 2008, provided by Presidency BiH, must be installed, configured and tested;

· 2 Servers for virtualization must be clustered for redundancy and high availability;

· Virtual server software must be installed and configured to provide following:

· Virtual machines must have possibility to be moved from one to another physical virtual servers;

· Installation, configuration and integration with eGovernment system of following servers which will be installed and configured on virtual machines: AD services and DCs for Presidency sub-domain, Exchange server (Mailbox Role), SharePoint Servers in NLB, ForeFront TMG, System Centre Configuration Manager and Forefront Identity Manager and PKI infrastructure;
· Storage and Storage Area Network Switches will be connected with fibre channels and integrated into Storage Area Network;

· Storage Area Network will be installed, configured, tested and implemented as repository in the Presidency using fibre channels connections to Servers Farm;

· Installed virtual machine servers as well as databases and future DMS application will use SAN for repositories;

· Backup system will be implemented, configured and tested to use Backup Disk, and perform backup schema of all users data proposed by Contractor;

· Logging and monitoring system performance will be configured and tested on DMS platform;

· All computers allowed to use network resources will be part of Active Directory domain. Generally no exception will be allowed to maintain full network security;

· Most of the equipment will be mounted and installed in the delivered rack, including two 5000VA UPSs, while core and distribution switches with two 1500VA UPSs will be mounted at the existing KO-A rack. All access switches will be mounted and installed in 4 existing racks as explained later under “Implementation of active network equipment” point; 

· It is important to have in mind that Presidency system must be connected to eGovernment system (see chapter 4), which includes network, integration with AAA services, CA, AD and Exchange configuration. Connection will be established through leased line and/or VPN tunnel as it is defined by eGoverment system.
· Configuration, customization and implementation of Internal PKI infrastructure:

· Internal PKI Infrastructure must include implementation of Certificate Authority servers for issuing certificates;

· Configuration of the new PKI/CA structure;

· Setup of mechanisms for issuing, storage, revocation and general certificate management;

· System setup for certificate backup, restore and archiving;

· Any additional configuration procedures necessary for unobtrusive performance of required services;

· Configure the usage of certificates for domain authentication, via smart cards, including digital signing of content. Smart card certificate issuance has to be fully integrated with the PKI infrastructure and has to support multilevel approval, as well as provide a self-servicing web portal for end users;

· Configure usage of certificates for e-mail traffic, including the automatic configuration of Microsoft Outlook mail client on a domain level;

· Configure the usage of certificates related to AD, client and web-based applications;

· Enable full integration with the existing Active Directory infrastructure and accompanying eGovernment services;

· Enable full integration with the existing eGovernment e-mail system (Microsoft Exchange Server 2007/2010, including Microsoft Outlook 2003/2007/2010 client software);

· If it is necessary, reconfiguration of existing VPN access infrastructure;

· Setup of mechanisms for central administration of user authentication policies for access to enterprise resources, two-factor user authentication;

· Installation, configuration and testing of smart cards and associated hardware components:

· Must include implementation of ForeFront Identity Manager Server 2010, provided by Presidency BiH, for secure authentication, initially for 100 users, with smart cards;

· Implementation of the smart card management system (issue, revoke, renew, duplicate), via administrative keys or certificates stored on smart cards;

· Install and configure an end-user workstation, within customer premises, with a complete development environment inclusive all developed packages required by the proposed solution using delivered smart card readers and smart cards;

· The Supplier should offer all equipment/accessories required for a fully functional smart card system:

· 50 pcs smart card readers with USB cables. it is obligatory to offer all equipment required for a fully functional smart card system (according to requirements stated in the following text), including: 

· smart card reader with USB cable connection to desktop and laptop computers; smart card reader USB mode: USB full speed; smart card reader host interface - Plug and Play

· suitable drivers

· smart card serial mode (optional functionality): via RS232 port, 

· .NET support

· min. supported operating systems: Windows XP, Windows Vista, Windows 7

· 2-factor authentication (2FA)

· possibility to use smart cards for strong user authentication to Windows and to log into Microsoft OS resources (domain, remote desktop)

· 120 pcs compatible smart cards;

· 20 pcs Hardware tokens with at least 48-months unit lifetime:

· Key fob form factor, standalone unit

· Lithium coin battery cell

· Liquid crystal display with passcode and countdown indicator

· Authentication management server support, integrated with over 350 certified third-party applications

· Time-based OTP solution: symmetric key that is combined with a proven algorithm to generate a new one-time password every 60 seconds

· Unit lifetime purchased in increments of 24, 36, 48, or 60 months

· Lifetime warranty 

· Tamper evidence conformant to ISO 13491-1; ISO DIS 13491-2:2005 

· Product safety standards: RoHS, WEEE, CE, cRoHS, 

· Regulatory standards: FCC Part 15 Class A and Class B, EN55022, Class A, Class B

· full integration with Windows Server 2003 and Windows Server 2008/R2

· Windows Active Directory Domain Services and RADIUS, Windows XP, Windows Vista, Windows 7

· 1xlicense 2FA authentication server

· 20xlicenses 2FA authentication server token access license

· 1xlicense 2FA authentication agent

· Implementation of data encryption and decryption services: 

· encryption/decryption of data stored on desktop computers (directory level) 

· encryption/decryption of data stored on servers (directory level)

· encryption/decryption of data stored on external disk drives 

· encryption/decryption of all e-mail message types and accompanying content

· Implementation of electronic/digital signature service:

· enable encrypted administration of databases and system-wide applications

· E-mail message digital signing, document digital signing (Office 2003/2007, PDF, and other file types).
· Implementation of end user network authentication: 

· Strong User Authentication to AD domain and local computer, by using certificates and chip-based devices (secure logon)

· Strong user authentication for users which access the internal network through Internet (VPN users - IIS SSL certificates).

· Installation, configuration and testing of two-factor authentication solution

· Setup of a centralized authentication and credential management point, including integration with Active Directory services. The end solution has to be manageable through a web interface.

· Setup of VPN access services with authentication agents

· Enable end users with a self service portal, allowing them to request a variety of services such as on-demand token codes for emergency access, and workflow provisioning, allowing administrators to create processes by which requestors are approved and credentials are issued

· Installation, configuration and testing of authentication management software and associated hardware components:

· Must include implementation of the authentication management server within internal network for secure authentication, initially for 20 VPN users with tokens;

· Installation and authentication agents on perimeter VPN access servers;

· Delivery and testing of hardware tokens on end user workstation;

· Implementation of end user network authentication:

· Strong user authentication for users which access the internal network through Internet (VPN users - IIS SSL certificates);

· Strong User Authentication to Windows domain and local computer, by using certificates and chip-based devices (secure logon);

· Strong user authentication for users which access the internal network through Internet (VPN users - IIS SSL certificates);

· 2-factor authentication (2FA): pass code + personal PIN;

· Users will authenticate with smart cards and pass code, VPN users will additionally use tokens;

· Testing and quality assurance:

· Contractor has to be actively involved in system testing and production phases.

· Contractor obliges to remove all errors in system performance, acknowledged during the testing phase, prior to production phase.

· Contractor will ensure the removal of all system errors that have been escalated during the guarantee period. 

· Contractor is obliged to install and configure all software required for a fully operational solution, located at customer premises.

· Contractor is obliged to propose a complete support policy, during the usage of the system within the guarantee period.

· Secure the option of providing support for at least two additional years from the date of expiry of the initial one-year guarantee period.

· Contractor will install and configure a single workstation, within customer premises, with a complete development environment inclusive all developed packages required by the proposed solution.

· Documentation and training:

· The implemented system has to be properly documented through system, user and technical documents.

· Technical solution documentation should include following: 
· Description of the implementation process for installation, configuration, customization and implementation of active network equipment;
· Description of the implementation process for installation, configuration, customization and implementation of database, virtual servers, backup and storage infrastructure;
· Description of the implementation process for the deployment of certificate lifecycle management (CLM) system

· Description of implementation for smart cards, digital certificates, electronic signature and data encryption services, VPN access platform, hardware tokens with symmetric keys and one-time password generation, software authentication agent and authentication management software with native LDAP support

· Description of integration scenario for the new PKI infrastructure 

· Description of the implementation process for the two-factor user authentication and VPN access to internal network resources

· Recommendations for future system upgrades and maintenance

· Proposal of procedures and directions for optimal PKI infrastructure service usage, adherent to the ISO 27001 standard and best world practices
· Systems documentation should be available in no less that digital online format, compatible with Microsoft Word-readable file formats.

· All documents must be written in one of the official languages used in Bosnia and Herzegovina

· System documentation has to contain:

· Detailed information on installed equipment, software and applied changes, required for system functionality

· Functional testing report for all components of the PKI and 2FA system in its testing phase

· Training for the IT administrators should include:
· “on site” training for administrators engaging them during the whole system installation and specifically configuration of the PKI infrastructure and accompanying components

· Smart card infrastructure management

· Electronic certificate, certificate authority, certificate recovery management

· Electronic certificate manual enrolment, creating automatic enrolment procedures for electronic certificates

Accessories and Consumables

The Contractor is obliged to include in this item all unspecified material (cables, connectors etc) as well as component accessories, if it is considered as necessary for the implementation of the unified DMS Platform described above. No additional procurement will be allowed.
LOT 2: Computer equipment
This LOT summarise all ICT office equipment necessary for daily work in the Presidency BiH. The Contractor shall deliver the followings components:
· 9 Laptops Type1;

· 1 Scanner A3;

· 2 Scanner A4;

· 50 Workstation;

· 3 Network printer A4
· 1 Network printer A3
· 4 Laptops Type 2
All equipment will be delivered on the site and connected to network and integrated with DMS Platform in order to provide users secure access to services and future DMS application.
LOT 3: Audio recording and simultaneous translation 
Solutions for audio recording and simultaneous translation will provide digital support to Presidency sessions with following components: 

· Audio conference system: 

· System for simultaneous translation 

· Transcription

The Contractor shall deliver the following components:
· 1 Central digital unit;
· 12 Delegate console;
· 1 Software for conference management and audio recording and archiving sessions;
· 2 Interpreter console;
· 1 Transmitters set for simultaneous interpretation;
· 1 Auditor’s set for simultaneous interpretation for min. of 50 auditors

· 4 Interpreter earphones;
· 1 Codec interface;
· 1 Audio mixete 16 in / 6 out;
· 2 Active audio monitor;
· 3 Transcription software and usb pedal;
· 1 Computer for management software;
· 1 Cables and connectors set;
· 1 Rack;
· 1 UPS;
· 1 Accessories, consumables and installation;
The system for audio conferences will be based on a professional audio conference system. The system must be fully digital, providing a high quality sound using the standard industrial cable. The system must provide a comprehensive solution for conference-type discussions, including the software system for management of the conference (which enables microphone settings, control and adjustment of the level and quality of sound, setting and controlling the conference parameters before, during and after the conference, etc.).    

Full control and management of the conference, independently from the presidency members, will be performed from a single location (the technician in the technican’sroom) through a simple and fast application for conference system, which will enable the presidency members to work without being interrupted and at the same time providing high quality audio sessions. 

Simultaneous interpretation system must be part of the conference discussion system integrated with audio video conferencing. 

Transcription system must be fully based on software platform, using Microsoft Word application for transcription. A typist must be able to open the audio transcription that is being recorded or was recorded previously. At the same time, the user must have the ability to open Microsoft Word and the memorandum of the BiH Presidency and through add-in applications automatically inserting time stamps while typing transcription.
All cables, accessories and connectors necessary for audio recording and simultaneous translation system must be delivered, connected and installed on the site. 

Cables in the session room must be laid down into existing tubes and hidden, taking into consideration that session room must stay in the original state after the implementation in the session room.
[image: image6.emf]
Picture 3: Session room – cabling

All components must act as an integral system which can be easily integrated with DMS Platform and future DMS application.
LOT 1 DMS Platform:
	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications 
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	1.1
	L3 CORE SWITCH:

· Ports: 

· Min. 24 10/100/1000Base-T

· Min. 2x SFP+ ports 10GbE 
· Console port for management
· Memory: Min. 256 MB DRAM, 64 MB Flash memory

· Power supply: at least one AC power supply

· Performance and features: 

· min 160 Gbps switching bandwidth/backplane, min  forwarding rate 65 Mpps, min 1000 VLANs  

· TACACS+ and RADIUS authentication
· Port security

· Port based access control lists

· Data device and voice device can be authenticated on the same switch port (Multi-domain Authentication)
· 802.1x, 802.1p, 802.1w, 802.1d, 802.1Q, 802.1s

· Included static routing, RIPv1 and RIPv2 routing protocols

· Support for OSPF, BGP routing protocols

· Rapid Spanning Tree Protocol (RSTP); Multiple Spanning Tree Protocol (MSTP); Per-VLAN Rapid Spanning Tree;

· Stackable through backplane buss; stacking cables included

· 19” rack mountable including mounting kit

· Warranty: 
· min 1 year including at least next business day hardware replacement
· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.
· Compatibility

· Switches must be compatible with existing network VTP and 802.1x 1x in eGovernment system (see chapter 4 of this document)
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	1.2
	L3 DISTRIBUTION SWITCH

· Ports: 
· Min 12 SFP slots; 5 slots populated by fiber optic multimode SFP modules by the same manufacturer

· Console port for management
· Memory: min 512 MB DRAM;  min 128 MB Flash memory

· Power supply: Redundant AC power supplies
· Performance and features: 

· min 160 Gbps switching bandwidth, min  forwarding rate 35 Mpps, min 1000 VLANs  

· TACACS+ and RADIUS authentication
· Port security

· Port based access control lists

· Data device and voice device can be authenticated on the same switch port (Multidomain Authentication)
· 802.1x, 802.1p, 802.1w, 802.1d, 802.1Q, 802.1s

· Included static routing, RIPv1 and RIPv2 routing protocols

· Support for OSPF, BGP routing protocols
· Rapid Spanning Tree Protocol (RSTP); Multiple Spanning Tree Protocol (MSTP); Per-VLAN Rapid Spanning Tree

· Stackable through backplane buss or Ethernet interface; stacking cables included

· 19” rack mountable including mounting kit

· Warranty: min 1 year including at least next business day hardware replacement
· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· Compatibility

· Switches must be compatible with existing network VTP and 802.1x 
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	1.3
	L2 ACCESS SWITCHES 48 PORTS
· Ports: 
· 48 10/100/1000Base-T

· Min 4 SFP modules; at least 1 populated by fiber optic multimode SFP modules by the same manufacturer
· Console port for management
· Memory: min 128 MB DRAM;  min 64 MB Flash memory

· Power supply: Single AC power supply
· Performance and features: 

· Min 170 Gbps switching bandwidth, min  forwarding rate 70 Mpps, min 250 VLANs  

· TACACS+ and RADIUS authentication
· Port security

· Port based access control lists

· Data device and voice device can be authenticated on the same switch port (Multidomain Authentication)
· 802.1x, 802.1p, 802.1w, 802.1d, 802.1Q, 802.1s; Rapid Spanning Tree Protocol (RSTP); Multiple Spanning Tree Protocol (MSTP); Per-VLAN Rapid Spanning Tree
· 19” rack mountable including mounting kit
· Warranty
· min 1 year including at least next business day hardware replacement
· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· Compatibility

· Switches must be compatible with existing network VTP and 802.1x 
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	1.4
	SECURITY ROUTER

· Ports and slots: 
· Min 3 10/100/1000Base-T ports; at least one of these combo SFP/10/100/1000Base-T 
· Console port for management
· Min. 2 USB  ports 
· At least one slot for functional upgrade 

· At least 4 slots for functional upgrade supporting serial routing ports, E1 ports, GE ports,  voice ports (ISDN, E1)
· Memory: min 512 MB DRAM (upgradeable to min. 1GB);  min 256 MB Flash memory (upgradeable to min. 1GB);  

· Power supply: Min. single AC power supply
· Performance and features: 

· Routing platform based on multi-core processor

· Onboard encryption hardware with embedded hardware encryption acceleration; Support for standards-based IP Security (IPSec) security model that is based on RFC 3547: Trusted member routers use common security methodology that is independent of any point-to-point IPSec tunnel relationship (Group Encrypted Transport VPN or Group VPN)
· Support for IPv4, IPv6, Static Routes, Border Gateway Protocol (BGP), Open Shortest Path First,  Multicast Internet Group Management Protocol (IGMPv3), Intermediate System-to-Intermediate System (IS-IS), MPLS, IPSec; L2TPv3 or equivalent, L2 and L3 VPN

· 19” rack mountable including mounting kit
· Warranty: min 1 year

· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· Compatibility

· must be compatible with existing network VTP and 802.1x 
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	1.5
	FIREWALL

· Ports: 
· Min 8 10/100Base-T ports; 

· Min 1 expansion slot
· Serial console port for management
· At least 1 USB  ports

· Memory: min 512 MB DRAM; min 128 MB Flash memory 

· Power supply: Single AC power supply
· Performance and features: 

· Firewall throughput min. 150 Mbps

· VPN throughput min. 100 Mbps

· Min 22.000 concurrent sessions (connections)
· Support for min 20 IPSec VPN’s

· Support for min 20 VLAN’s 
· IPSec DES/3DES license included

· 19” rack mounting kit
· Warranty: min 1 year 

· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· Compatibility

· must be compatible with existing network VTP and 802.1x 
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	1.6
	WIRELESS CONTROLLER

· Ports: 
· Min 4 10/100/1000Base-T ports
· Serial console port for management
· Power supply: Min. one AC power supply
· Performance and features: 
· Support management of min 25 Access Points; Min. 10 AP managed;
· Support for at least following wireless standards: IEEE 802.11a/b/g, 802.11d, 802.11e(WMM), 802.11h, 802.11n

· Support for at least following security standards: Advanced Encryption Standard AES (CBC, CCM, CCMP); WiFi Protected Access (WPA), IEEE 802.11i (WPA2), Authentication  Algorithm: MD5 Message-Digest, Encryption Algorithms: 3DES (168 bit), AES (128, 192 or 256 bit), Internet X.509 PKI Certificate and CRL Profile, TLS Protocol , RFC 2104 Keyed Hashing for Message Authentication, RFC 2401 Security Architecture for the Internet Protocol, RFC 2403 HMAC-MD5-96 within ESP and AH, RFC 2404 HMAC-SHA-1-96 within ESP and AH, RFC 2405 ESP DES-CBC Cipher Algorithm with Explicit IV, RFC 2406 IP Encapsulating Security Payload (ESP), RFC 2407 Interpretation for ISAKMP, RFC 2408 ISAKMP, RFC 2409 IKE, RFC 2451 ESP CBC-Mode Cipher Algorithms
· Support for CAPWAP Protocol-compliant Datagram Transport Layer Security (DTLS) encryption
· 19” rack mounting kit
· Warranty: 
· min 1 year including at least next business day hardware replacement
· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· Compatibility

· WLAN controller must be compatible with access points offered in item 1.7
· 
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	1.7
	ACCESS POINTS

· Ports: 
· Min 1 10/100/1000Base-T ports
· Serial console port for management
· Memory: min 64 MB DRAM; min 32 MB Flash memory  

· Power supply: Single AC power supply
· Performance and features: 

· Support for at least following wireless standards: IEEE 802.11a/b/g, IEEE 802.11d, IEEE 802.11h, IEEE 802.11n, Support for 802.11i, WPA, WPA2, 802.1X

· Support for at least following features: EAP-TLS; EAP-TTLS or MSCHAPv2; PEAP or EAP-MSCHAPv2

· Warranty: min 1 year
· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· Compatibility

· Access points must be compatible with WLAN controller offered in item 1.6
· 
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	1.8
	PATCH CORDS

Technical specification:
· 150 pieces patch cable RJ45 Cat 6A length of 2 meters

· 100 pieces patch cable RJ45 Cat 6A length of 3 meters

· 50 pieces patch cable RJ45 Cat 6A length of 2 meters
· 30 multimode duplex LC-LC patch cable length of 2 meters
	
	
	
	

	1.9
	DATABASE SERVER

· Support OS: MS Windows Server 2008 R2 Enterprise or equivalent
· Capacity: 19” rack optimized server with rack mounting kit included

· Supported connectivity: 

· included min six GigEth ports

· integrated min one 10/100 management port

· support for iSCSI

· Included min dual port FiberChannel 4Gbps HBA 

· Support for min dual port 10GbE FiberChannel over Ethernet (FCoE) CNA

· Power supply and fan:

· 2 redundant power supply

· 2 redundant fans

· Management console

· Server management and administration using Web user interface, remote keyboard video, mouse and virtual media; Virtual media support for remote keyboard video, mouse and CD/DVD drives as if there were locally installed; Server management and administration using command line interface; Support for Intelligent Platform Management Interface (IPMI) version 2.0.

· CD-R/RW and DVD±R/RW compatible read/write optical drive Included

· Processor:

· Included min two quad core processors

· Min 2,2 GHz processor base frequency 

· min 12GB cache per processor

· min 1333 Mhz

· Memory

· 32GB industry-standard double data rate (DDR3) RAM memory upgradeable to min. 96GB

· HDD:

· Included min 2x 300GB SAS 6G 15k HDD hot pluggable; expandable to min 4 HDDs

· Controllers:

· integrated RAID controller supporting RAID 0,1 

· additional controller installed with support for RAID 0,1,5,6 and 10 

· Ports and expansion:

· Min. 2 USB 2.0 ports at rear and min. 2 USB 2.0 ports at front side of server ; Video, serial console ports; At least 2 PCIe Gen 2.0 (or better) slots available.
· Warranty: min 1 year
· Installation and configuration: 
· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· 
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	1.10
	SERVER FOR VIRTUALIZATION

· Support OS: MS Windows Server 2008 R2 Enterprise or equivalent
· Capacity: 19” rack optimized server  with rack mounting kit included
· Supported connectivity: 

· included min six GigEth ports

· min one 10/100 management port

· support for iSCSI

· included min dual port FiberChannel min. 4Gbps HBA 

· Support for min dual port 10GbE FiberChannel over Ethernet (FCoE) CNA

· Power supply and fan:

· 2 redundant power supply

· 2 redundant fans

· Management console

· Web user interface for server management and administration, remote keyboard video, mouse and virtual media; Virtual media support for remote keyboard video, mouse and CD/DVD drives as if there were locally installed; Command-line interface for server management; Intelligent Platform Management Interface (IPMI) version 2.0 support.

· CD-R/RW and DVD±R/RW compatible read/write optical drive Included

· Processor:

· Included min two quad core processors

· Min 2,2 GHz processor working frequency 

· min 12GB cache per processor

· min 1333 Mhz

· Memory

· 64GB industry-standard double data rate (DDR3) RAM memory upgradeable on at least 384GB

· HDD:

· Included min 4x 300GB SAS 6G 10k HDD hot pluggable; expandable to min 8 HDDs

· Controllers:

· protected RAID controller with battery kit 512 MB, supporting 0,1,5,6 , 10, 50 and 60

· Ports and expansion:

· Video at front and rear side, min. 2 USB 2.0 ports at rear and min. 2 USB 2.0 at front side of server; serial console port; Min. 2 PCIe Gen 2.0 (or newer) slots available

· Warranty: min 1 year
· Installation and configuration:

· full installation and configuration with testing
· Installation and configuration must comply with functionalities given in chapters 4 and 5 of this document.

· 
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	1.11
	SOFTWARE FOR VIRTUALIZATION
· CPU license: 2 CPU per server at two servers

· Partitioning type: dynamic logical partitioning (ability to dynamically add or remove resources from a running partition)
· Hypervisor Type: Native or bare metal(running directly on hardware without intervention from the host OS to provide access to hardware resources)

· SAN Boot: SAN bootable virtual servers capability

· Parallel work: allows multiple processors to work in parallel while using only a single guest operating system image

· Management: central point of control for all virtual servers including Windows and Linux platforms

· Resource management: dynamical resource re-map

· Alerting: automated alerting with email massages

· Migration enabler: moving a running virtual machine to a different physical server connected to the same storage area network without downtime.

· Workload balancing: continuously balancing workloads to most effectively utilize resources
· Warranty: all offered SW licenses must include min 1 year of warranty available for 24x7x365 
· Installation and configuration: full installation and configuration with testing must be included in the proposed configuration
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	1.12
	DISK STORAGE SYSTEM

· Type of storage:

· Unified storage including SAN and NAS at the same box

· Unified storage must support virtualization

· Form: 19“ rack optimized storage platform including rack mounting kit
· Controllers:

· two storage controllers (processors) for SAN and two controllers for NAS based on multi-core processors

· Cache memory:

· included min 8GB cache memory per storage controller for SAN

· Connectivity SAN and NAS (per controller/module):

· min 4x 2/4/8Gbps FiberChannel ports included

· min 4x 1Gbps iSCSI w/TOE ports included

· min 1x 10/100/1000 for management

· min 4x GigEth ports included

· slot for additional connectivity ports

· Support and scalability HDD:

· Support for min. 125 drives or 240TB total capacity

· support for 15 drives per enclosure

· support for min. 6G SSD and SAS drives

· Capacity:

· included min.10x 600GB SAS 6G 15k drives and 5x 2TB SAS 7,2k drives

· RAID:

· Included support for 0,1,10, 5 and 6 or equivalent
· System management:

· Web-based GUI on storage for management anywhere on the network; Management software must cover both SAN and NAS at the same GUI

· SW and upgrade, failover:

· storage must support non-disruptive upgrade of software and operating system

· storage must support online (data in place) expansion

· included software for local replication 

· support for local or long-distance data movement between various storage systems

· included CIFS and FTP software and licenses; support for NFS, FC and iSCSI
· Included file single instancing (deduplication) and compression and  virtual provisioning; support for remote synchronous or asynchronous replication for disaster recovery

· Warranty: min 1 year including at least next business day hardware replacement
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	1.13
	STORAGE AREA NETWORK SWITCH

· Architecture: Fiber Channel Switch

· Ports:

· Support min 24 SAN SFP ports

· min 8 active and licensed 4Gbps shortwave ports with min. 4Gbps link speed
· support for long distance 4Gbps connections

· interface Fibre Channel min. 4Gbps
· Power and rack: 
· Power supply and fans
· 19” rack mountable including mounting kit
· Management: 

· software upgrades are non-disruptive
· Cables: 

· included 5m FC duplex Fiber Channel cables for all active ports

· Warranty: min 1 year
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	1.14
	BACKUP SYSTEM
· Software:

· Disk backup with variable block or byte level deduplication at source
· Software preinstalled at hardware node
· Included at least backup license for at least 1TB deduplicated capacity or other type of licensing (licensing per platform, agent or similar)

· Support for upgrade to replication license for at least 1TB secure disaster recovery or other type of licensing (licensing per platform, agent or similar)
· Hardware: 
· One backup node included
· Disk configuration: RAID 6

· Capacity: min 1,3TB configurable capacity per node; hot swap disk drives
· Hot swappable  power supply

· Field-Replaceable Units (FRU) for simplified maintenance

· Non-distruptive software maintenance and updates

· Support for configuration if additional nodes are connected
· Features and capability:

· Global, client-side deduplication
· Included daily verification of data integrity and data recoverability

· Centralized management
· Possibility to recover whole backups or just directories or just files

· Min. Supported OS: Microsoft Windows, Linux, UNIX, Novell
· Min. Supported applications: Microsoft Exchange, Microsoft SharePoint, Microsoft SQL, Oracle, Oracle RAC, VMware, IBM Lotus Domino, IBM DB2
· Disk backup software: Include backup software licences to provide backup of databases, mailboxes, share folders;
· Warranty: min 1
· Installation and configuration: 

· full installation and configuration with testing
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	1.15
	RACK

Technical specification:

· Size:

· 19” with min. dimensions W/H/D 600/2000/1000 mm
· the front vented door with lock

· modular base and roof of the cabinet for cable entry

· Power distribution: 19" power distribution with min. 7 sockets 250V AC, 16A

· Fan: box fan with 2 fans and thermostat

· Monitor/keyboard unit: min. 17” TFT display with keyboard and mouse (touchpad); Cabinet lighting: 1 piece included; min. accessories: 5 pcs cables Editor and 2 pcs fixed shelf
· Warranty: min 1 year

· Installation: Rack and rack options Installation
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	1.16
	UPS TYPE 1
Technical specification: 

· Rack mountable: 19“ rack optimized, including rackmounting kit

· Technology: Online Double Conversion, min 5000 VA

· Voltage input: 160-250V, 50-60Hz

· Voltage output: withinin range 200-240VAC, 
· Phase: Single

· Input connectors:  Hard wire
· Output waveform: Sine wave
· Control and management ports:Front LCD display; RS232; USB; Support for SNMP

· Min. Standards: CE, UL,  EN 62040-2, FCC class A

· Warranty: min 1 year

· Installation and configuration: full installation and configuration with testing
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	1.17
	UPS TYPE 2
Technical specification: 

· Rack mountable: 19“ rack optimized, including rack mounting kit

· Technology: Online Double Conversion, min 1500 VA

· oltage input: 160-250V, 50-60Hz

· Voltage output: withinin range 200-240VAC, 
· Phase: Single

· Input connectors:  Hard wire

· Output waveform: Sine wave
· Control and management ports:Front LCD display; RS232; USB; Support for SNMP

· Min. Standards: CE, UL,  EN 62040-2, FCC class A

· Warranty: min 1 year

· Installation and configuration: full installation and configuration with testing
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	1.18
	PKI INFRASTRUCTURE
· The Supplier should offer all equipment/accessories required for a fully functional smart card system:

· 50 pcs smart card readers with USB cables. it is obligatory to offer all equipment required for a fully functional smart card system (according to requirements stated in the following text), including: 

· smart card reader with USB cable connection to desktop and laptop computers; smart card reader USB mode: USB full speed; smart card reader host interface - Plug and Play; support contact smart cards; support ISO/IEC 7816;

· .NET support (PC/SC)

· suitable API drivers

· min. supported operating systems: Windows, Linux, Mac

· 2-factor authentication (2FA)

· possibility to use smart cards for strong user authentication to Windows and to log into Microsoft OS resources (domain, remote desktop)

· 120 pcs ISO 7816 compatible smart cards (credit card size);

· 20 pcs Hardware tokens with min. 48-months unit lifetime:

· Authentication Form Factor: Key fob or USB token

· Standalone unit with strong two-factor authentication (pass-code + personal PIN)

· Authentication management server support, integrated with certified third-party applications

· Time-based OTP solution: combined with algorithm to generate a new OTP

· Unit lifetime in increments of years or without limitations

· full integration with Microsoft Windows and UNIX OS

· Installation, configuration and testing of two-factor authentication solution

· Setup of a centralized authentication and credential management point, including integration with Active Directory services. The end solution has to be manageable through a web interface.

· Setup of VPN access services with authentication agents

· Enable end users with a self service portal, allowing them to request a variety of services such as on-demand token codes for emergency access, and workflow provisioning, allowing administrators to create processes by which requestors are approved and credentials are issued
· Installation, configuration and testing of authentication management software and accompanying hardware components

· Implementation of the authentication management server within the internal network 

· Installation and authentication agents on perimeter VPN access servers

· Delivery and testing of hardware tokens on end user workstations

· Implementation of end user network authentication:

· Strong user authentication for users which access the internal network through Internet (VPN users - IIS SSL certificates)

· 2-factor authentication (2FA): pass-code + personal PIN

· 2FA solution includes:

· 1xlicense 2FA authentication server

· 20xlicenses 2FA authentication server token access license

· 1xlicense 2FA authentication agent
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	1.19
	ACCESSORIES AND CONSUMABLES
· The Contractor is obliged to include in this item all unspecified material (cables, connectors etc) as well as component accessories, if it is considered as necessary for the implementation of the unified DMS Platform described above. No additional procurement will be allowed.
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	1.20
	INTEGRAL IMPLEMENTATION

· All items must be installed and configured as an integral DMS Platform system which means that  after installation and configuration of all items, integral testing of the system must be provided in line with chapter 5 (LOT 1) of this document;

· DMS Platform must be compatible and fully integrated with eGovernment system in CoM BiH(see Chapter 4 of this document) .

· Deliver technical documentation with detailed system specification and system design for the implemented system.
	
	
	
	

	1.21
	TRAINING

· Provide training for usage and maintenance of the implemented system for ICT Administrators in Presidency BiH.


	
	
	
	


LOT 2 Computer equipment:

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications 
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	2.1
	LAPTOP TYPE 1
· CPU: min. 2 cores, 2.3 GHz, 1333MHz memory support or better
· HDD: 5400rpm, SATA, 320GB or better
· RAM: 4GB or better; 
· NIC: Integrated Gigabit Ethernet 
· WIFI: 802.11 b/g integrated
· Bluetooth: Integrated

· Media card reader: Integrated
· DISPLAY: min 15.6”; 1600x900 or better; 
· Video: Integrated
· Audio: Integrated
· DVD: DVD±RW included

· Ports: min 3 USB 2.0, VGA, audio in and out, RJ45, docking connector, display port
· OS: Windows 7 Professional or equivalent
· Colour: Black
· Mouse: Wireless optical mouse, two button and scroll, black, , min 2000dpi, long last battery life, , battery pack included;
· Keyboard: Spill-resistant keyboard with number block, touchpad pointing device , BH Layout

· Smart card reader: integrated smart card reader  with suitable drivers, .NET support, supported Windows, Linux and Mac operating systems, 2-factor authentication (2FA), ISO 7816 compliant.
· Warranty: min 1 year
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	2.2
	SCANNER A3 
· Type of scanning: Flatbed, automatic document feeder, duplex document scanning;
· Support: OCR recognition, bar code recognition, scan to folder, scan to email, scan to copy, scan to application; Job Notification, Automatic Page Size Detection, Punch Hole Removal, Text Orientation Recognition, Skip Blank Page, Prescan, Customizable Job buttons;
· Scan size: Up to A3 format;
· Scan resolution: 600 dpi
· Daily duty cycle: up to 5000 pages
· Scanning mode: 24-bit colour, 256 greyscale
· Automatic document feeder:

· min. 100 sheets capacity;
· min. 50 ppm/100 ipm (black/white, grayscale, color, 200 dpi) speed;
Media types supported: Paper (plain, inkjet, photo), envelopes, cards (index, greeting);

Scan file format: PDF (formatted Text and Graphics, normal with images, searchable image over text, MRC, PDF/A), TIFF (single page, multi-page, compressed), JPG, BMP, PNG, DOC, RTF, TXT, WPD, XLS, HTM, OPF, UNICODE, XML, XPS;

Connectivity: Hi-Speed USB 2.0 or 1 Gigabit Ethernet;

Drivers: TWAIN, Certified ISIS;

Compatible operating systems: Microsoft Windows 7, Windows Vista, Windows XP Professional or equivalent
Warranty: min. 1 year

	1
	
	
	

	2.3
	SCANNER A4
· Type of scanning: automatic document feeder, duplex document scanning;
· Support: OCR recognition, Bar code recognition, Scan to folder, Scan to email, Scan to copy, Scan to application; Job Notification, Folio Mode, Automatic Page Size Detection, Punch Hole Removal, Text Orientation Recognition, Skip Blank Page, Prescan, Customizable Job buttons;

· Scan size: Up to216 x 355.5 mm, A3 with Folio mode;
· Scan resolution: 600 x 600 dpi
· Daily duty cycle: up to 1000 pages
· Scanning mode: 24-bit colour, 256 greyscale
· Automatic document feeder:

· 50 sheets capacity;
· 50 ppm/25 ipm (black/white, grayscale) and 26ppm/13ipm (color) speed;
Media types supported: Paper (plain, inkjet, photo), envelopes, cards (index, greeting);

Scan file format: PDF (formatted Text and Graphics, normal with images, searchable image over text, MRC, PDF/A), TIFF (single page, multi-page, compressed), JPG, BMP, PNG, DOC, RTF, TXT, WPD, XLS, HTM, OPF, UNICODE, XML, XPS;

Connectivity: Hi-Speed USB 2.0 or 1 Gigabit Ethernet;

Drivers: TWAIN, Certified ISIS;

Compatible operating systems: Microsoft Windows 7, Windows Vista, Windows XP Professional or equivalent
Warranty: min. 1 year
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	2.4
	WORKSTATION
· Form factor: All-in-one

· CPU: min. 2 cores, 2.9 GHz, 1333MHz memory support or better
· HDD: 5400rpm, SATA, 250GB or better
· RAM: 4GB or better; 
· NIC: Integrated Gigabit Ethernet 
· Video: Integrated
· DVD: DVD±RW included

· Ports: min 6 USB 2.0, Display port, audio in and out , RJ45

· Audio: Integrated

· OS: Windows 7 Professional  or equivalent
· Mouse: Optical mouse, two button and scroll
· Keyboard: USB, BH Layout

· Smart card reader: integrated smart card reader (chases or keyboard) with suitable drivers, .NET support, supported Windows, Linux and Mac operating systems, 2-factor authentication (2FA), ISO 7816 compliant.
· Power: max 150W with min 85% efficiency (PSU), , autosensing, , Energy star 5.0, Greenguard certificate
· Warranty: min 1 year
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	2.5
	NETWORK PRINTER A4
· Print technology: Laser
· Print speed: 42 ppm or better
· Warm up time: Max. 10 sec
· Print resolution: Min. 1200 x 1200 dpi
· Memory: Min. 128 MB

· Input paper capacity: min 600-sheet 
· Output capacity: Min.  250 sheet 
· Duplex printing (printing on both sides of paper): Automatic

· Media sizes: A4, letter; legal; executive; envelopes
· Media types: Paper (bond, color, letterhead, plain, preprinted, prepunched, recycled, rough); envelopes; labels; cardstock; transparencies;
· Connectivity: Hi-Speed USB 2.0 and 10/100/1000 Base-TX Ethernet; 

· Compatible operating systems: Microsoft Windows7, Windows Vista, Windows XP Professional, Windows Server 2003, Windows Server 2008, Mac OS X, Linux 
· Standards: Energy Star  Compliant
· Warranty:  min. 1 year
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	2.6
	NETWORK PRINTER A3
· Print technology: Laser/LED
· Print speed: min 30 ppm A4or better
· Warm up time: Max.10 sec
· Print resolution: min  600 x 600 dpi
· Memory: min 256 MB

· Input paper capacity: min. 450-sheet
· Output capacity: Min. 250 sheet 
· Maximum monthly volume: 200 000 pages or better
· Duplex printing (printing on both sides of paper): Automatic

· Media sizes: A3, A4, letter; legal; executive; envelopes
· Media types: Paper ( color, letterhead, plain, preprinted, prepunched, recycled); envelopes; labels; cardstock; transparencies;
· Connectivity: 1 USB; 1 Ethernet 10/100; 

· Compatible operating systems: Microsoft Windows7, Windows Vista, Windows XP Professional, Windows Server 2003, Windows Server 2008, Mac OS X, Linux 
· Standards: Energy Star  Compliant
· Warranty:  min. 1 year
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	2.7
	LAPTOP TYPE 2

· CPU: min. 2 cores, 2.3 GHz, 1333MHz memory support or better
· HDD: 5400rpm, SATA, 320GB or better
· RAM: 4GB or better; 
· NIC: Integrated Gigabit Ethernet 
· WIFI: 802.11 b/g integrated
· Bluetooth: Integrated

· Media card reader: Integrated
· DISPLAY: min 15.6”; 1920x1080 or better; 
· Video: Integrated
· Audio: Integrated
· DVD: DVD±RW included

· Ports: min 3 USB 2.0, VGA, audio in and out, RJ45, display port, docking connector
· OS: Windows 7 Professional or equivalent
· Colour: Black
· Mouse: Wireless optical mouse, two button and scroll, black, , min 2000dpi, long last battery life, battery pack included;
· Keyboard: Spill resistant keyboard with number block, touchpad pointing device, BH Layout
· Battery: Long Life Lithium-Ion
· Smart card reader: integrated smart card reader with suitable drivers, .NET support, supported Windows, Linux and Mac operating systems, 2-factor authentication (2FA), ISO 7816 compliant.
· Warranty: min. 1 year
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	2.8
	INSTALLATION

· Installation and configuration of all delivered equipment on the site in line with specification;
· Install all necessary drivers;
· Implementation also includes installation and configuration of Microsoft workstation platform in line with this specification which includes installation of following applications and services: Windows 7 OS and MS Office.
· Testing  and putting into operation
	
	
	
	


LOT 3 Audio recording and simultaneous translation equipment:

	Column 1
	Column 2
	Column 3
	Column 4
	Column 5

	ID No.
	Specifications 
	Qty


	Specifications  Offered
	 Notes, remarks, 
ref to documentation
	Evaluation Committee’s notes 

	3.1
	CENTRAL DIGITAL UNIT

Central Digital unit represents basic part of the system for the conference management and audio recording support. Central Digital unit is connected with delegate console with microphone, computer with software, audio amplifier;
System’s central unit should enables computer supported mode (with the support of a computer networked with the central unit and the appropriate software) with advanced functions of the system. 

Besides that, system needs to have an option for subsequent extensions with the stimulations translation function.

· Electric power: automatic – voltage options 110/240V

· Frequency range: Compatible with other offered equipment
· Input ports: 2 MIC/LINE with VOX

· Output ports: 4 LINE outputs and TAPE OUT

· Input/output ports: 
· consoles ports (system needs to enable networking for min. 50 consoles on one central unit),

· Smartcard Reader/Writer for identification cards, enables programming delegate console’s access rights and options.

· USB

· ​RS232

· 2 translation unit lines

· Support for the four modes of debate: 
· free discussion

· automatic discussion

· automatic, time-limited discussion  

· discussion controlled by President’s PC or console

· System should enable simply subsequent removal and replacement of  the existing or adding the new console without reconfiguration.
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	3.2
	DELEGATE CONSOLE

Delegate console is a device connected to the main unit of the system, which allows users to use standard functions needed for conference such as application for discussion, discussion, presence confirmation etc.
· Delegate console must be portable, and every participant in discussion must have their own console;
· Delegate console must be configurable for different modes Participant/Chairman/Secretary;
· In a “ Participant “ mode there must be an option to turn on or turn off microphone, confirmation of presence and voting. Display of console must be able to show  the results of the voting, messages from PC, date and time, duration of discussion, position on the list of the speakers;
· In the “ Chairman “ mode there should be an option for establishment and management of the conference, confirmation of presence request and voting control;
· In the “Secretary mode” console should be able to work as participatory, with the possibility of granting management conference and/or vote, but without having the right for priorities in the debate, as in “Chairman” mode.

Delegate console must have following elements and characteristics:

· Professional microphone: 
· equipped with a system for automatic control and audio processing;
· able to deliver premium acoustic performance;
· Spectrum: 70Hz ÷ 18kHz.

· Circular red LED: for indication of microphone activation;

· Built in: high quality speaker, headphones jack, line output with adjustable volume;

· Graphic display with backlight, able to display system messages, pictures and interactive messages.
Possibility to chose the language of messages that are displayed;

· Keys: 5 multi-function keys for conference and voting, and keys for application to a conference, and microphone activation;

· ID card reader;

· Identification card, programmed in central unit.
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	3.3
	SOFTWARE FOR CONFERENCE MANAGEMENT AND AUDIO RECORDING AND ARCHIVING SESSIONS
· Software should enable conference management, console activation and deactivation, microphone mute, external microphone activation;
· Software must have the following features:

· choice of the parameter settings of the conference;

· easy create a diagram layout of participatory positions in the hall;

· assigning different options , access rights and functions to delegate consoles;

· mapping names with the basic information about the councillor;

· identification of the presence with the identification cards such as smart cards;

· signing up for discussion;
· automatically determine the order of the discussants;

· display a list of applicants to discuss;

· display a basic data about the participant during his presentation, with the possibility to view photo of speaker;

· manage audio settings: adjust the volume of tones of all input and output  lines;
· manage speakers near the active microphone. 

Software for audio recording must be able to allow: 

·  indexed audio recording of sessions of the Presidency ( in digital format ), on the same computer in which is installed software for conference management. 

· audio recording in .WAV format ( uncompressed ) which can be copied to a CD ROM or other media for archiving.

· With each turn on of the microphone, the software should record the data about the speaker, date, initial and final time, and duration of the discussion;

· afterward search of images by date, time, speaker and other recorded data;

· reproduction of audio records of the Presidency sessions.
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	3.4
	INTERPRETER CONSOLE 

Interpreter console will be used by an interpreter and must have following features :

· Mono 6.3 mm jack and 3.5 mm jack headphone outputs

· Double graphic display with backlight

· 10 managed languages

· Type: Super electret microphone
· Connectors: 1 in RJ45;1 out RJ45; 2 out headphones;
	2
	
	
	

	3.5
	TRANSMITTERS SET FOR SIMULTANEOUS INTERPRETATION
· systemTransmitter must not interfier with computer network access point;

· Transmitter transmits basics/home/translated languages via radio frequency, to receiver, with radio protection or equivalent.
· With the help of a graphic display and keypad located on the front side, it is possible to achieve protection of receiving signals outside the room. 

· Features:
· Operating Frequency Range: Compatible with other offered equipment;

·  Antennas: 1 antenna with 3 translated languages and 1 antenna for the basic language;

· Digital audio encryption with telemetry.
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	3.6
	AUDITOR’S SET FOR SIMULTANEOUS INTERPRETATION
Set for simultaneus translation must include case(s) for charging receivers, simultaneous translation pocket receivers and  stetoscopic headsets for receivers for min. 50 auditors.
· Include pair of pocket receivers and stetoscopic headset for all charging bays for the receivers in the case, min. 50 units

Case for charging receiver should have the ability to charge each receiver separately:

· Maximum charge for 6 hours.

· USB port for program encription.
· Charging of min. 50 receivers at the same time
Simultaneous translation pocket receiver should have:

· High contrast type display visible in any light;

· When no signal is detected and the headphone is not connected the receiver is automatically switched off;

· The audio quality always offers high voice intelligibility and digital system guarantees noiseless reception without gaps;

· Li-Ion rechargeable battery to avoid memory effect;

· Operating frequency range must be the same as for transmitters (see point 3.6)
Stetoscopic headset for receiver must have following:

· high quality reproduction of sound and low weight, connection with receiver is  the cable of 1m length with angled jack 3,5mm. 

· features:  

· Impedance: 16 Ω
· Spectrum: 300Hz - 20 kHz.

· Max. Sound Pressure Lever: 104   dB

· Cord Length: 1 m
· Plug: Jack Mono 180° - 3.5 mm
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	3.7
	INTERPRETER EARPHONES
· Interpreter earphones must be light-weight and provide sound in both ears and under no circumstances should interpreters ever hear their own voice in their earphones;
· Characteristics:

· High sound quality, light weight and hermetic earphones

· Loading Impedance: 40 Ω

· Max. Sound Pressure Lever: 108 dB

· Frequency Response: 5Hz - 20kHz

· Cord Length: 4 m
· Plug: Jack 3.5 mm stereo
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	3.8
	CODEC INTERFACE
· Codec interface should enable the recording of each of the 10 translated languages;

· 19” rack unit interface able to manage 5 analogue inputs and 5 analogue outputs to and from the language channels digital system bus;
· It is equipped with XLR connectors to permit the recording of 5 translated languages and to send 5 audio channels into 5 slots of the simultaneous translation system.
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	3.9
	AUDIO MIXETE  16 IN / 6 OUT
· 16 Input channels

· 10 Mics + 4 Stereo line inputs 

· High Quality mic preamplifier
· 8 Insert I/O

· 6 Compressors

· Phantom power switch (+ 48V)

· Illuminated Channel ON switches

· 3 band Mid-sweep EQ (Ch 1-8) 

· 60 mm Super smooth fader 

· 3 band EQ (Ch 9/10-15/16)

· 6 busses (Stereo + 4 groups)

· 3 Aux sends

· 1 Stereo Aux return
· Input gain trim 

· Monitor mix

· 12-seg LED level meter

· Rack Mountable
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	3.10
	ACTIVE AUDIO MONITOR
· 2-way bass-reflex bi-amplified near-field studio monitor

· 5" cone woofer and 3/4" dome high-frequency unit

· 55Hz - 20kHz frequency response.

· min. 70 watts dynamic bi-amplified power.

· XLR and TRS phone jack inputs accept balanced or unbalanced signals.

· MID EQ, ROOM CONTROL, and HIGH TRIM response control switches.

· LOW CUT switch.

· Full magnetic shielding.
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	3.11
	TRANSCRIPTION SOFTWARE AND USB PEDAL
· Transcription software is software note-taking tool that enables users to take comprehensive,  time-stamped notes against live or existing digital recording;
· Variable speed playback (constant pitch) 

· Supports audio and video playback 

· Plays most formats including encrypted dictation files. 

· Uses 'hotkeys' to control playback when transcribing into other software (e.g., Word) 

· Dock both analog and digital portable voice recorders to load recordings 

· Works with Microsoft Word and all major word-processors 

· Automatically receives and loads files over a local computer network 

· Automatically sends typing to those who dictated the work 

· Loads audio directly - start to work as it loads in the background 

· Can switch to 'mini' mode to reduce screen space 

· USB Pedal should offers easy, trouble-free play back of audio and video. It features rugged construction with heavy duty switches for long hours of operation and is ergonomically designed for minimal foot fatigue.
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	3.12
	COMPUTER FOR MANAGEMENT SOFTWARE
· CPU: min. 2 cores, 2.4 GHz, 1333MHz memory support or better
· HDD: 7200rpm, SATA, 500GB or better
· RAM: 4GB or better; 
· NIC: Integrated Gigabit Ethernet;
· Video: Integrated;
· DVD: DVD±RW included

· Ports: min 6 USB 2.0, audio in and out, RJ45, serial, display port
· Audio: Integrated High Definition audio;
· Speakers: Included
· OS: Windows 7 Professional or equivalent
· Mouse: Optical mouse, two button and scroll
· Keyboard: USB, BH Layout
· Monitor: 19'' LCD or LED, min 1440x900, EPEAT, ENERGY STAR, same brand as computer
· Smart card reader: integrated smart card reader (chases or keyboard) with suitable drivers, .NET support, supported Windows, Linux and Mac operating systems, 2-factor authentication (2FA),ISO 7816 compliant.
· Warranty: 1 year
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	3.13
	CABLES, ACCESSORIES AND CONSUMABLES 

· All cables, accessories and connectors necessary for audio recording and simultaneous translation system must be delivered on the site;

	1 (set)
	
	
	

	3.14
	RACK
Technical specification:
· 19” and min. 16U

· Black powder-coated surface

· Punched rack rails front and rear

· 4 swivel castors, 2 with brake

· Integrated support rail in the lateral parts for heavy equipment such as amplifiers

· Cage nuts, screws and plastic washers are included

· Mounting depth 41 cm
· Installation: Rack and rack options Installation
· Warranty: min 1 year
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	3.15
	UPS
Technical specification: 

· Rack mountable: 19“ rack optimized, including rack mounting kit

· Technology: Online Double Conversion, min 1500 VA

· oltage input: 160-250V, 50-60Hz

· Voltage output: withinin range 200-240VAC, 
· Phase: Single

· Input connectors:  Hard wire

· Output waveform: Sine wave
· Control and management ports:Front LCD display; RS232; USB; Support for SNMP

· Min. Standards: CE, UL,  EN 62040-2, FCC class A

· Warranty: min 1 year

· Installation and configuration: full installation and configuration with testing
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	3.16
	INSTALLATION
· All cables, accessories and connectors necessary for audio recording and simultaneous translation system must be connected and installed on the site;

· Cables in the session room must be laid down into existing tubes and hidden, taking into consideration that session room must stay in the original state after the implementation;

· Mounting, installation, configuration and fine tunning of all delivered equipment and software; 

· All items must be installed and configured as an integral audio and simultaneous translation system which means that  after installation and configuration of all items, integral testing and commissioning of the system must be provided in line with chapter 5 (LOT 3) of this document;
· Supplier must provide Manufacturers Authorisation  Form (MAF) with the minimum of the following information:

- Full name of manufacturer

- Type of the certified equipment 

- Purpose of this certificate with the tender number and date of publishing;

- Full name and contact details of the person who signed MAF;

                    - Date of the certificate
	
	
	
	

	3.17
	TRAINING

· Training of a technical person from the Presidency BiH who will be in charge of the equipment.
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