ANNEX II + III :
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Contract title: Supporting Data Management


p 1 /…
Publication reference: EuropeAid/133752/C/SUP/BA
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)  

· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.

LOT 1: IT devices and equipment including off-the-shelf software and licences
The purpose of this tender is to enhance the existing system of electronic data exchange related to law enforcement bodies and prosecutor’s offices that facilitate more efficient work and better co-operation between law enforcement bodies and prosecutor’s offices as one of the objectives set forth in the Road Map for accession to the EU and conditions for facilitation of a visa regime with the member countries of the Schengen Agreement. Beneficiaries are: BiH Directorate for Coordination of Police Agencies (DPC), BiH Border Police (BiH BP), State Agency for Investigation and Protection (SIPA), Federation Police Administration (FPA), RS Ministry of the Interior (RSMoI), BiH District Brcko Police Administration (DCBPA) and Service for Foreigners’ Affairs (SPS). 
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In particular, the upgrade of the current electronic data exchange system at DPC’s infrastructure should be done in accordance with the Scheme on the left. Existing equipment is marked in bold (FW A, FW B, Server A, Server B, Storage A) and all the other equipment specified in detail in LOT 1 (Router A (item 1.19), Router B (item 1.19), SW A (item 1.18), SW B (item 1.18), SW C (item 1.18), SW D (item 1.18), Load Balancer A (item 1.14), Load Balancer B (item 1.14), Storage B (item 1.9), Backup system (item 1.6, 1.11 and 1.23)) is to be procured, installed, configured and made operational. According to the Scheme, the system upgrade includes:
· increasing the exiting capacity of the storage,

· installing and configuring cluster service and load balancing service,
· installing and configuring a backup link and,

· installing and configuring a backup system for virtual platform, all services and servers. 

The Contractor needs to deliver all specified equipment and on-the-shelf software (as per detailed specifications below), install, configure, integrate all new components with the existing DPC’s infrastructure, test and made operational the whole system as per the Scheme.

The Contractor needs to document the implemented system through system, user and technical documents. All documentation should be available in digital format and written in one of the official languages used in Bosnia and Herzegovina.

The contractor needs to provide training for the IT administrators and staff that should include “on site” training for administrators engaging them during the whole system installation and configuration.

Further, for FPA, the upgrade of the current electronic data exchange system at FPA’s infrastructure will consist of the purchase of the two database servers (item 1.1.) and two application servers (item 1.3.), where one database server and one application server will be installed and configured at NOC1 and the other database server and application server will be installed and configured at NOC2, as a disaster recovery backup site. The system upgrade therefore includes the following:
· install and configure server hardware components,

· install operating system and setup server partitions (licenses are provided by the beneficiary),

· configure servers, install virtual machines on the new servers at NOC1 and NOC2, 

· install Oracle Database 11.2 on each database server (licenses are provided by the beneficiary),

· install Oracle Application Server WLS SUIT on each application server (licenses are provided by the beneficiary),

· perform migration of the existing databases, applications and search records to the new servers,

· create a synchronized replicas (standby databases) at NOC2 of a production databases (primary databases) at NOC1 and establish their management, monitoring and maintenance,
· set up disaster recovery backup system of NOC1 at NOC2, 

· set up back up and recovery procedures and document them.

The Contractor needs to deliver all specified equipment and on-the-shelf software (as per detailed specifications below), install, configure, integrate all new components with the existing FPA’s infrastructure, test and made operational the whole system.

The Contractor needs to document the implemented system through system, user and technical documents. All documentation should be available in digital format and written in one of the official languages used in Bosnia and Herzegovina.

The contractor needs to provide training for the IT administrators and staff that should include “on site” training for administrators engaging them during the whole system installation and configuration.

For all other agencies, the Contractor needs to deliver all specified equipment and on-the-shelf software (as per detailed specifications below), install, configure, integrate all new components with the existing Beneficiaries’ infrastructure, test and made operational the whole system. The contractor needs to provide training for the IT administrators and staff that should include “on site” training for administrators engaging them during the whole system installation and configuration. The Contractor also needs to document the implemented parts of the system through system, user and technical documents. All documentation should be available in digital format and written in one of the official languages used in Bosnia and Herzegovina.
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	1.1

QTY:

5 pcs
	Server:

Rack mount server
Processor:  
2 multi-socket-capable x64 processors multiple core (10 minimum) at least 2.4GHz CPU clock on 1.33GHZ or faster memory access with minimum 24 MB cache

Memory:

128GB or more compatible RAM

HDD:

Minimum 9,6TB SAS 6G 10K HDD

Controllers:

RAID controller(s) supporting RAID 0,1,5,6

Connectivity:

·    Min four 10/100/1000 ports;

·    Min one 10/100 management port;

·    Support for iSCSI;

·    Min dual port FiberChannel 4Gbps HBA;

·    Min dual port 10GbE FiberChannel over Ethernet (FCoE) CAN

Optical drive:

Slim SATA DVD ROM Optical Drive

Remote management:

Embedded server management technology
Power supply and fans:

Full redundancy
Ports and expansion:

·    Video, USB 2.0 ports and serial console port(s)
·    At least 2 PCIe Gen 2.0 slots available

Installation and configuration with testing:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labor, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.2

QTY:

2 pcs
	Server:

Rack mount server
Processor:  
4 multi-socket-capable x64 processors multiple core (8 minimum) at least 2.0GHz CPU clock on 1.33GHZ or faster memory access with minimum 18MB cache

Memory:

128GB or more compatible RAM

HDD:

Minimum 8x300GB SAS 6G 15K HDD
Controllers:

RAID controller(s) supporting RAID 0,1,5,6

Connectivity:

·    Min four 10/100/1000 ports;

·    Min one 10/100 management port;

·    Support for iSCSI;

Optical drive:

Slim SATA DVD ROM Optical Drive

Remote management:

Embedded server management technology
Power supply and fans:

Full redundancy
Ports and expansion:

·    Video, USB 2.0 ports and serial console port(s)
·    At least 2 PCIe Gen 2.0 slots available

Installation and configuration with testing:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	 
	
	

	1.3

QTY:

2 pcs
	Server:

Rack mount server
Processor:  
2 multi-socket-capable x64 multiple core (8 minimum) at least 2.0GHz CPU clock on 1.33GHZ or faster memory access, with minimum 20MB cache

Memory:

64GB or more compatible RAM

HDD:

Minimum 2,4TB SAS 6G 15K HDD

Controllers:

RAID controller(s) supporting RAID 0,1,5,6

Connectivity:

·    Min four 10/100/1000 ports;

·    Min one 10/100 management port;

·    Support for iSCSI;

·    Min dual port FiberChannel 4Gbps HBA;

·    Min dual port 10GbE FiberChannel over Ethernet (FCoE) CAN

Optical drive:

Slim SATA DVD ROM Optical Drive

Remote management:

Embedded server management technology
Power supply and fans:

Full redundancy
Ports and expansion:

·    Video, USB 2.0 ports and serial console port(s)
·    At least 2 PCIe Gen 2.0 slots available

Installation and configuration with testing:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	 
	
	

	1.4

QTY:

2 pcs
	Server:

Rack mount server
Processor:  
2 multi-socket-capable x64 processors multiple core (6 minimum) at least 2.0GHz CPU clock on 1.33GHZ or faster memory access, with minimum 24MB cache

Memory:

16GB or more compatible RAM

HDD:

Minimum 1,8TB SAS 6G 15K HDD

Controllers:

RAID controller(s) supporting RAID 0,1,5,6

Connectivity:

·    Min four 10/100/1000 ports;

·    Min one 10/100 management port;

·    Support for iSCSI;

·    Min dual port FiberChannel 8Gbps HBA;

·    Min dual port 10GbE FiberChannel over Ethernet (FCoE) CAN

·    HBA: 6Gb SAS HBA

Optical drive:

Slim SATA DVD ROM Optical Drive

Remote management:

Embedded server management technology
Power supply and fans:

Full redundancy
Ports and expansion:

·    Video, USB 2.0 ports and serial console port(s)
·    At least 2 PCIe Gen 2.0 slots available

Installation and configuration with testing:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.5

QTY:

2 pcs
	Server:

Rack mount server
Processor:  
2 multi-socket-capable x64 processors multiple core (10 minimum) at least 2.4GHz CPU clock on 1.33GHZ or faster memory access with minimum 24 MB cache

Memory:

128GB or more compatible RAM

HDD:

Minimum 9,6TB SAS 6G 10K HDD

Controllers:

RAID controller(s) supporting RAID 0,1,5,6

Connectivity:

·    Min four 10/100/1000 ports;

·    Min one 10/100 management port;

·    Support for iSCSI;

·    Min dual port FiberChannel 4Gbps HBA;

·    Min dual port 10GbE FiberChannel over Ethernet (FCoE) CAN

Optical drive:

Slim SATA DVD ROM Optical Drive

Remote management:

Embedded server management technology
Power supply and fans:

Full redundancy
Ports and expansion:

·    Video, USB 2.0 ports and serial console port(s)
·    At least 2 PCIe Gen 2.0 slots available

OS:

MS Windows Server 2008 R2 Enterprise Edition 64-bits or equivalent

Installation and configuration with testing:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.6

QTY:

1 pcs
	Server:

Rack mount server
Processor:  
2 multi-socket-capable x64 processors multiple core (6 minimum) at least 2.0GHz CPU clock on 1.33GHZ or faster memory access, with minimum 24MB cache

Memory:

16GB or more compatible RAM

HDD:

Minimum 1,8TB SAS 6G 15K HDD

Controllers:

RAID controller(s) supporting RAID 0,1,5,6

Connectivity:

·    Min four 10/100/1000 ports;

·    Min one 10/100 management port;

·    Support for iSCSI;

·    Min dual port FiberChannel 8Gbps HBA;

·    Min dual port 10GbE FiberChannel over Ethernet (FCoE) CAN

·    HBA: 6Gb SAS HBA

Optical drive:

Slim SATA DVD ROM Optical Drive

Remote management:

Embedded server management technology
Power supply and fans:

Full redundancy
Ports and expansion:

·    Video, USB 2.0 ports and serial console port(s)
·    At least 2 PCIe Gen 2.0 slots available

OS:

MS Windows Server Standard Edition 2012 64-bits or equivalent

Installation and configuration with testing:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.7

QTY:

879 pcs
	Personal Computer

Processor:  
x64 processor with minimum two cores, Passmark CPU Mark 3700 or higher
Memory:

4 GB PC3-10600 DDR3 SDRAM 1333MHz (1 DIMM) or more compatible RAM, minimum 3 memory slots free, 16GB DDR3

HDD:

320GB at least 8MB Cache, Serial ATA II, 7200rpm 3,5“

Expansion:

1xPCI-e 2.0x16, 2xPCI 2.0x1, Interfaces: Min. 4 x USB2.0

Networking:

Ethernet 10/100/1000

Optical drive:

DVD±RWDL included SATA, 5,25“

Graphics card:

HD Graphics features, HDCP, DirectX10

Keyboard:
Standard BiH/Latin, USB, same manufacturer as computer

Mouse:

Optical, same manufacturer as computer

Audio:

HD Audio, integrated speaker

Monitor:

Min. 19” monitor, preferably of the same manufacture as computer, TFT LCD, 1280 min x 1024 min resolution, Analog and DVI-D, Lift
OS:

Win7 pro x64 or equivalent

Warranty:

Minimum one year warranty
Commercial warranty: 3 years
	
	
	

	1.8

QTY:

40 pcs
	Personal Computer
Processor:  
Dual-core processors with HD Graphics at least 1.65 GHz

Flash memory:

Minimum 8 GB Flash or DOM or equivalent

Memory:

4 GB 1600 MHz DDR3 SDRAM

Expansion:

USB 2.0, Serial port available, DVI-I (DVI-to-VGA adapter included)

Networking:

Ethernet 10/100/1000

Graphic card:

Maximum digital resolution 2560 x 1600, min 512MB graphics memory

Wireless:

802.11 a/b/g/n with dual internal antennas

Keyboard:
Standard BiH/Latin, USB, same manufacturer as computer HD

Mouse:

Optical, same manufacture as computer

Audio:

HD Audio, integrated speaker

Monitor:

Min. 19” monitor, TFT LCD, 1280 min x 1024 min resolution, Analog and DVI-D, Lift, compatible with Monitor Quick Release Mount

Miscellaneous:

Monitor Quick Release Mount

OS:

Windows® Embedded Standard 7 with IE 8 or equivalent

Warranty:

Minimum one year warranty
Commercial warranty: 3 years
	
	
	

	1.9

QTY:

1 pcs
	Storage system

Type of storage:
External storage system rack-mount

Case Rack mount 19" with rails

HDD:

Total HDD data capacity (after RAID) minimum 5TB delivered with FC disks or SAS disks
HDD hot-swapping

Type of RAID:

RAID capabilities (RAID 1+0)

Active-active redundant controllers

Interface:

SAN with FC and iSCSi
Support for SATA and/or FC and/or SAS disks

Management:

Centralized maintenance console

Virtualization supported

Unlimited number of hosts supported without additional licenses

Unlimited capacity (only limited by architecture itself)

Interconnectivity:

Interconnected with 2 servers 

Installation: Full installation and configuration with testing as per above description for system configuration for DPC.
Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.10

QTY:

1 pcs
	Data Tape  

Capacity:

3TB native capacity

Data transfer rate characteristic:

up to 253 MB/s native suspended data rate

minimum 240 MB/s Full file host rate

minimum 360 MB/s Native sustained data rate

at least 2GB buffer cache

Data Integrity validation

Compatibility:

Native FC compatibility

Acceleration characteristic:

Tape data access acceleration


Interface:

4Gb native Fibre Channel interface

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.11

QTY:

1 pcs
	Data Tape Library

Loader type:

Automatic Loader

Backup tape:

HH LTO-5 support

Management:

WEB base management

Scanning option:

BAR Code reader

Magazine type:

Removable tape magazine

Encryption:

DATA Encryption support

Characteristic:

Tape Cartridge capacity: 9 Tapes

Physical Capacity: up to 13,5TB uncompressed

DATA Transfer Rate LTO-5: up to 140MBps

Installation: Full installation and configuration with testing as per above description for system configuration for DPC.
Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.12

QTY:

2 pcs
	KVM Switch

Type of switch:

16-port USB/PS2 Combo KVMP Switch

Cables:

16x 3m USB KVM Cable

Console Cable

Firmware Upgrade Cable

Rack assembling tool:

Standard Rack Mounting Kit

Grounding Wire

Power Adapter

Installation documents:

User Manual

Quick Start Guide

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.13

QTY:

3 pcs
	Rack Mount Monitor                               

Panel type:

1U rack console with 17" widescreen TFT LCD panel 

HID:

Combo interface either PS/2 or USB input to the LCD drawer

Keyboard with either touchpad or trackball

Mix PS/2, USB & SUN with Multi-Platform switch capability

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.14

QTY:

2 pcs
	Load Balancer

LB Type:

Server Load Balancing - Layers 4 and 7

Ports:

4 X GbE ports

Management:

Intuitive Web User Interface

Characteristic:

Up to 1000 Virtual and 1000 Real Servers

Caching, Compression and IPS

High Availability - 99.999% (Hot Standby)

IP and Layer 7 Persistence (sticky)

Layer 7 Content Switching

Server and Application Health Checking

SSL Acceleration

Ultra-Low Power Consumption

VLAN Trunking (802.1Q)

Installation: Full installation and configuration with testing as per above description for system configuration for DPC.
Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.15

QTY:

4 pcs
	UPS             

Enclosure Type: Rack 19"

Technology: Online Double Conversion

Outputs: Output Power Capacity 4200 Watts / 6000 VA; 230V nominal output voltage; min. 3 output; sine wave waveform, single phase, 50Hz
Inputs: 230V Nominal Input Voltage; 230V 50/60Hz  (auto sensing); voltage tolerance 181V-270Vac
Batteries:  Typical recharge time: max 6 hour(s); 

Control panel:  indicators: on-line, on-battery, by pass indicator, load battery

Alarms: overload alarm
Communication interfaces: DB9 RS232, LAN RJ45 10/100 baseT

Network management: Protocols: SNMP, Remote monitoring and controlling by network Web/SNMP 

Accessories: Support software; Rack Mounting support rails

Miscellaneous: Basic instruction guide how to use in local language

Installation: Full installation and configuration with testing as per above description for system configuration for DPC.
Warranty: Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.16

QTY:

31 pcs
	Laptop 

Keyboard: Spill resistant keyboard

Processor:  x64 processor with minimum two cores, Passmark CPU Mark 3400 or higher 

Memory: min. 8GB DDR3 1600MHz SDRAM

Hard disk: capacity 500GB, SATA, 7200 rpm.

Graphic subsystem: memory 1GB

Display: LED; size: 15,6; Resolution min 1600x900
Audio: Built in speakers and microphone

Communication interfaces: Ethernet LAN 10/100/1000Mbps; WiFi interface: 802.11 a/b/g/n; Integrated Bluetooth

Standard I/O units:  2 or 3 button with scroll wheel optical USB mouse, with pad; Touch Pad with vertical - horizontal scroll functions, and two buttons; Integrated keyboard Bosnian Latin; Optical drive Dual Layer DVD+/-RW

Input- output ports: 1x Output for additional display; 1x USB 2.0; 2x USB 3.0; Audio 1x input/1x output; 1 VGA; 1x eSATA/USB; 1x display port; 1x LAN RJ45

Accessories: Power supply (220V AC) with cable; RJ-45 S-FTP Ethernet patch cable (length 3m); Carrying bag

Operating system: MS Windows 7 Professional, or equivalent

Miscellaneous: Basic instruction guide how to use in local language;

Warranty: Minimum one year warranty
Commercial warranty: 3 years
	
	
	

	1.17

QTY:

4 pcs
	Switch 24 port                

Enclosure Type:  Rack

Ports: 24 x 10/100/1000; Uplinks: 2x1G SFP (miniGBIC); 

Up links:  2x1G SFP

Performance: Forwarding bandwidth 50Gbps; forwarding rate (64-byte packet size), 38.7 mpps; MAC Address Table Size 8000 entries; Memory, 128 MB; Flash Memory, 64 MB, MTU up to 9198 bytes
Encryption Algorithm: SSL 
Authentication Method: Secure Shell (SSH), RADIUS, TACACS+ 
Features: Layer 2 switching, Rapid Spanning Tree Protocol (RSTP), Multiple Spanning Tree Protocol (MSTP) support, Link Aggregation Control Protocol (LACP), Port Security, DiffServ support, BOOTP support, DHCP support, Quality of Service (QoS), Auto-sensing per device, Syslog support, Auto-negotiation

VLAN:  Min VLANs 64, (supports IEEE 802.1q)
Management: Console port for management HTTPS, TFTP, Telnet, SNMP 2, SNMP 1, SNMP3, HTTP, SSH-2, SNMP 2c; 
Power: Power supply - internal; Voltage Required AC 230 V  50 Hz
Miscellaneous: Rack Mounting Kit, Basic user instruction guide in local language

Installation: Full installation and configuration with testing.

Warranty: Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.18

QTY:

4 pcs
	Switch 24 port, L3

Enclosure Type: Rack 1 Unit

Ports: 24x 10/100/1000 Mbs

Management: Console port for management

Performance: Switching capacity, 32 Gbps; Forwarding performance, 35,7 million pps; MAC Address Table Size, 12000 entries; Memory, 128 MB; Flash Memory 16 MB  

Layer 3 routing: Static routing provides manually configured routing; Equal-cost multi-path routing (ECMP); Internet Group Management Protocol (IGMP); Routing Information Protocol (RIP) v1/v2, RIP Routes, 512; IGMP groups and multicast, 1000; Unicast routes, 4000

VLAN: Support standard IEEE 802.1q; Simultaneous VLANs,1000; VLAN Ids, 4000;  Jumbo frame support,  Automatic learning and dynamic assignment of VLANs 

Quality of Service:  Traffic prioritization (IEEE 802.1p); Layer 4 prioritization; Class of Service (CoS); IPv6 Supported

Power:  Power Device, hot-swap power supplies; Voltage Required, AC 230 V 50 Hz; 
Miscellaneous: Rack Mounting Kit, Basic instruction guide how to use in local language

Installation: Full installation and configuration with testing as per above description for system configuration for DPC.
Warranty: Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.19

QTY:

2 pcs
	Router

Enclosure Type: Rack

Ports:  Minimum 3X 10/100/1000 RJ45

Modular ports: Minimum 4x

USB ports: Minimum 1x

Console port: Minimum 1x

Performance:  Minimum: Memory 512 MB; Flash Memory 256 MB
Protocols: OSPF, IGMP, static IPv4 routing, static IPv6 routing

Embedded Hardware Based Cryptography and Acceleration: IPSec + SSL

Features: Firewall protection, hardware encryption, VPN support, Syslog support, IPv6 support, Class-Based Queuing
Power Device: Dual Redundant Power Supplies, Voltage Required: AC 230 V   50 Hz 

Rack Mounting Kit 

Basic user instruction guide in local language

Installation: Full installation and configuration with testing as per above description for system configuration for DPC.
Warranty: Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.20

QTY:

6 pcs
	Firewall                     

Ports: 

•       Min 12 10/100/1000Base-T ports; 

•       Min 2 expansion slot

•       Serial console port for management

•       At least 1 USB ports

Memory:

Min 1 GB DRAM; Min 128 MB Flash memory

Power supply:

Single AC power supply

Performance and features:

•       Firewall throughput min. 800 Mbps

•       VPN throughput min. 400 Mbps

•       Min 128.000 concurrent sessions (connections)

•       HA (High Availability)

•       Tunnel interfaces 100

•       Support for min 200 IPSec VPN’s

•       Support for min 200 VLAN’s 

•       IPSec DES/3DES license included

•       19” rack mounting kit

License:

Licence for IDS/IPS

Installation and configuration:

Full installation and configuration with testing

Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	

	1.21

QTY:

1 pcs
	Help Desk Software 

Type

Web-based helpdesk software that helps manage all communications from a single point

Support:

Trouble Ticketing

Incident Management

Asset Management

Problem Management


Change Management
Configuration management database (CMDB)

Self Service Portal

Service level agreements

Knowledge Base

Needed to be ITIL ready Helpdesk


Remote Control

AD & LDAP Integration

Multi Site Support

Support different Types of Change: Standard Change, Minor Change, Major Change

Scope:

1000 nodes

Installation and configuration:

Full installation on one 1.4 Server from this LOT 1 and full configuration with testing

Training:

10 x operators, 10 x technical staff on 1st level support, 1x administrator

Warranty:

Minimum 1-Year Onsite support

Miscellaneous:

Installed software must include appropriate number of licenses.
Commercial warranty: 3 years
	
	
	

	1.22

QTY:

1 pcs
	Network Monitoring Software
Support:

Automatic Network Discovery & L2⁄ L3 Mapping

Network Monitoring

Server Monitoring

Customizable Dashboard 
Event log, Syslog, & SNMP Trap processing

Real-time traffic graphs

Email Alerts, Web Alarms, Remediation Actions

MS Exchange⁄ MSSQL⁄ Active Directory monitoring

Virtualization Monitoring

Network Traffic Analysis

IPSLA-VoIP Monitoring

IP Address Management

Switch Port Mapping

Log File Monitoring 
Number of devices: 60
Installation and configuration:

Full installation on one 1.4 Server from this LOT 1 and full configuration with testing

Training:

10 x operators, 10 x technical on 1st level support, 1x administrator

Warranty:

Minimum:  1-Year Onsite support

Miscellaneous:

Installed software must include appropriate number of licenses.
Commercial warranty: 3 years
	
	
	

	1.23

QTY:

1 pcs
	Backup Software

Single backup application to support either virtual or physical infrastructure with integrated VMware and Hyper-V protection plus supported deduplication

Number of Agents: 2 physical (6 cores) with 4 virtual servers each

Software must include following capabilities:

Virtualization support:
Support for physical and virtual environments
Support virtual platforms, VMWare, Hyper-V
Migration physical into virtual copies, migration physical to virtual, virtual to virtual

Backup:
Image, files and folders
Full, incremental or differential backups
Ability to backup to disks, SAN, NAS, tapes
Support for multiple backup servers that share a secondary storage device, such as a robotic library in the SAN environment
File and block-level deduplication
Single-pass backup

Backup software must ensure on-line backup of DB2 applications

Disaster and Recovery:
Bare- metal restore
Restore to dissimilar hardware
Recovery from disk to disk or tape to disk 
Recover individual folders or files, disk image 
Applications recovery
Granular application recovery
Server recovery

Management:
Centralised and Remote Management
Support for sending alerts via e-mail

Capacity:

At least backup license for at least 100 GB deduplicated capacity and 10GB expected data increment per year

Installation: Full installation and configuration on 1.6 Server from this LOT 1 with testing as per above description for system configuration for DPC.
Training:

3 x administrator

Warranty:

Minimum: 1-Year Onsite support
Commercial warranty: 3 years
Miscellaneous:

Installed software must include appropriate number of licenses.
	
	
	

	1.24

QTY:

1
	Implementation at DPC
· The Contractor needs to deliver all specified equipment and on-the-shelf software, install, configure and integrate all new components with the existing DPC’s infrastructure, test and made operational the whole system as per the detailed explanation above.

· The Contractor needs to document the implemented system through system, user and technical documents. All documentation should be delivered in digital format and written in one of the official languages used in Bosnia and Herzegovina.

· The contractor needs to provide training for the IT administrators and staff that should include: “on site” training for administrators engaging them during the whole system installation and configuration, training for usage and maintenance of the implemented system.
	
	
	

	1.25

QTY:

1
	Implementation at FPA
· The Contractor needs to deliver all specified equipment and on-the-shelf software, install, configure and integrate all new components with the existing FPA’s infrastructure, test and made operational the whole system as per the detailed explanation above.

· The Contractor needs to document the implemented system through system, user and technical documents. All documentation should be delivered in digital format and written in one of the official languages used in Bosnia and Herzegovina.

· The contractor needs to provide training for the IT administrators and staff that should include: “on site” training for administrators engaging them during the whole system installation and configuration, training for usage and maintenance of the implemented system.
	
	
	

	1.26

QTY:

1
	Integral Implementation

· The Contractor needs to deliver all specified equipment and on-the-shelf software, install, configure and integrate all new components with the existing Beneficiaries’ infrastructure, test and made operational the whole system.

· The contractor needs to provide training for the IT administrators and staff that should include: “on site” training for administrators engaging them during the whole system installation and configuration, training for usage and maintenance of the implemented system.

· The Contractor needs to document the implemented parts of the system through system, user and technical documents. All documentation should be available in digital format and written in one of the official languages used in Bosnia and Herzegovina.
	
	
	


LOT 2: Upgrade of the existing IBM storage DS 3524

	1.
Item Number
	2.
Specifications Required
	3.
Specifications Offered
	4. 
Notes, remarks, 
ref to documentation
	5.
Evaluation Committee’s notes 

	2.1

QTY:

2 pcs
	Storage Area Network Switch
Architecture:
Fibre Channel Switch
Ports:
•       Support min 24 SAN SFP ports
•       Min 8 active and licensed 4Gbps shortwave ports with min. 4Gbps link speed
•       Support for long distance 4Gbps connections
•       Interface Fibre Channel min. 4Gbps
Power and rack:
•       Power supply and fans
•       19” rack mountable including mounting kit
Management:
Software upgrades are non-disruptive
Cables:
8x5m FC duplex Fibre Channel cables for all active ports
FC interfaces:
E_Port, F_Port, FL_Port and M_Port 
Additional components: 
8 GBPS SFP Module SW (8-Pack)
Installation and configuration:
Full installation and configuration with testing
Warranty:
Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
Miscellaneous:
Compatible with the existing storage IBM DS3524
	
	
	

	2.2

QTY:

12 pcs
	HDD
600GB 2.5", HS 10K 6GBPS SAS HDD, fully compatible with the existing IBM System Storage DS3524
Installation and configuration:
Full installation and configuration with testing
Warranty:
Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support, maximum response time 1 business day, maximum time for repair 3 business days
Commercial warranty: 3 years
	
	
	


LOT 3: Document reader
	1.
Item Number
	2.
Specifications Required
	3.
Specifications Offered
	4. 
Notes, remarks, 
ref to documentation
	5.
Evaluation Committee’s notes 

	3.1

QTY:

30 pcs
	Document reader
Functions:
§   Scanning modes: 24-bit RGB colour output, 8-bit grayscale, 1-bit B&W
§   White Light Scan
§   IR Scan
§   UV scan
§   RFID Contactless Chip Reading incl. Biometrics
§   Bar Codes Reading: 1D and 2D
§   ICAO Code Reading
§   OCR reading from MRZ
Applicable Documents:
§   All Standard Passports 
§   Visas
§   ID Cards
§   Travel Cards
Scanning area:
Minimum up to 135 mm x 100 mm
Resolution:
400 ppi (optical) or higher
Image sensor:
Minimum 3.2 MPixel
Scanning Trigger: 
Optical sensor
Interface: 
USB 2.0
Other features:
Fully integrable SDK package and demonstration programs
ISO and ICAO standards compliant
BAC and EAC support
Windows XP, Vista and Windows 7 compatible
The surface of scanner image plate must be made of scratch resistant material
No influence of day light or bright light on scanning results
No moving parts
Regulatory Requirements:
CE
Environmental Requirements: 
WEEE, RoHS
Installation: 
Full installation and configuration with testing 
Warranty:

Minimum: 1-Year Parts, 1-Year Labour, 1-Year Onsite support 
Service and maintenance:
1 year, next business day response, on-site coverage, 9x5
Commercial warranty: 3 years
	
	
	


LOT 4: Software for servers’ virtualization and managing virtual infrastructure
	1.
Item Number
	2.
Specifications Required
	3.
Specifications Offered
	4. 
Notes, remarks, 
ref to documentation
	5.
Evaluation Committee’s notes 

	4.1

QTY:

1 pcs
	Software for servers virtualization

VMware VMware vSphere 5.1 Essentials Plus Kit or equivalent

Support:

3 servers with two processors each
Centralized management

Storage appliance

Features:
Data Protection

High Availability

Thin provisioning

Update Manager

Live migration of a running virtual servers

Replication

Endpoint Security for Virtual Datacentres

Compatibility:
Agency is currently using VMware ESXI  - free software versions for virtualization and new software for servers virtualization must support seamless migration of already existing virtual servers that are compatible with ESXi VMware virtualized servers.
Installation and configuration:
Full installation and configuration with testing Warranty:

Minimum 1-Year Onsite support
Commercial warranty: 3 years
Miscellaneous:

Installed software must include all needed licences.
	
	
	

	4.2

QTY:

1 pcs
	Software for managing virtual infrastructure

VMware vCenter Server 5 Standard for vSphere 5 or equivalent
Features:

A Scalable and Extensible Virtualization Management Platform

Centralized Control and Visibility
Proactive Management - delivers the security and availability

Distributed resource optimization

Dynamic allocation of resources

Energy efficient resource optimization
Compatibility: Software for managing virtual infrastructure must be compatible with software for servers’ virtualization offered under item 4.1.

Installation and configuration:
Full installation and configuration with testing Warranty:

Minimum 1-Year Onsite support
Commercial warranty: 3 years
Miscellaneous:

Installed software must include all needed licences.
	
	
	


Summary Information:

	Item
	Type
	Institutions for delivery
	Total Qty
	

	
	
	
	
	
	

	1.1
	Server 1 
	BiH District Brcko Police Administration
	2
	
	

	
	
	Federation Police Administration
	2
	
	

	
	
	Service For Foreigners’ Affairs
	1
	
	

	1.2
	Server 2 
	BiH Border Police
	2
	
	

	1.3
	Server 3
	Federation Police Administration
	2
	
	

	1.4
	Server 4
	Federation Police Administration
	1
	
	

	
	
	State Agency for Investigation and Protection
	1
	
	

	1.5
	Server 5 
	RS Ministry of the Interior
	2
	
	

	1.6
	Server 6
	BiH Directorate for Coordination of Police Agencies
	1
	
	

	1.7
	PC 1
	BiH District Brcko Police Administration
	5
	
	

	
	
	Federation Police Administration
	442
	
	

	
	
	RS Ministry of the Interior
	400
	
	

	
	
	State Agency for Investigation and Protection
	20
	
	

	
	
	Service For Foreigners’ Affairs
	12
	
	

	1.8
	PC 2
	BiH Border Police
	40
	
	

	1.9
	Storage system
	BiH Directorate for Coordination of Police Agencies
	1
	
	

	1.10
	Data Tape 
	RS Ministry of the Interior
	1
	
	

	1.11
	Data Tape Library
	BiH Directorate for Coordination of Police Agencies
	1
	
	

	1.12
	KVM Switch
	RS Ministry of the Interior
	2
	
	

	1.13
	Rack Mount Monitor 
	BiH District Brcko Police Administration
	1
	
	

	
	
	RS Ministry of the Interior
	2
	
	

	1.14
	Load Balancer
	BiH Directorate for Coordination of Police Agencies
	2
	
	

	1.15
	UPS                  
	BiH Directorate for Coordination of Police Agencies
	2
	
	

	
	
	RS Ministry of the Interior
	2
	
	

	1.16
	Laptop 
	Federation Police Administration
	15
	
	

	
	
	RS Ministry of the Interior
	15
	
	

	
	
	Service For Foreigners’ Affairs
	1
	
	

	1.17
	Switch 24 port 
	RS Ministry of the Interior
	4
	
	

	1.18
	Switch 24 port, L3
	BiH Directorate for Coordination of Police Agencies
	4
	
	

	1.19
	Router
	BiH Directorate for Coordination of Police Agencies
	2
	
	

	1.20
	Firewall                      
	BiH District Brcko Police Administration
	1
	
	

	
	
	RS Ministry of the Interior
	4
	
	

	
	
	State Agency for Investigation and Protection
	1
	
	

	1.21
	Help Desk Application 
	Federation Police Administration
	1
	
	

	1.22
	Monitoring network devices SW
	Federation Police Administration
	1
	
	

	1.23
	Backup software
	BiH Directorate for Coordination of Police Agencies
	1
	
	

	1.24
	Implementation at DCP
	BiH Directorate for Coordination of Police Agencies
	1
	
	

	1.25
	Implementation at FPA
	Federation Police Administration
	1
	
	

	1.26
	Integral implementation
	All Agencies
	1
	
	

	2.1
	Storage Area Network Switch
	State Agency for Investigation and Protection
	2
	
	

	2.2
	HDD
	State Agency for Investigation and Protection
	12
	
	

	3.1
	Document reader
	BiH Border Police
	30
	
	

	4.1
	Software for servers virtualization
	RS Ministry of the Interior
	1
	
	

	4.2
	Software for managing virtual infrastructure
	RS Ministry of the Interior
	1
	
	

	
	


Delivery Locations:

	Institution
	Address

	BiH Directorate for Coordination of Police Agencies
	Aleja Bosne Srebrene bb, 71 000 Sarajevo, BiH

	BiH District Brcko Police Administration
	Trg Mladih 10, 76101 Brčko, BiH

	BiH Border Police
	Reufa Muhića 2A, 71000 Sarajevo, BiH

	Cantonal Ministries of the Interior (using FPA as common access point)
	Mehmeda Spahe 7, 71000 Sarajevo, BiH

For FPA disaster recovery site Mostar and/or Tuzla

	Federation Police Administration
	Mehmeda Spahe 7, 71000 Sarajevo, BiH

For disaster recovery site Mostar and/or Tuzla

	RS Ministry of the Interior
	Bulevar Desanke Maksimović 4, 78000 Banja Luka, BiH

	Service for Foreigners’ Affairs
	Pijačna 6/II, 71000 Sarajevo, BiH

	State Agency for Investigation and Protection
	Nikole Tesle bb, 71123 Istočno Sarajevo, BiH
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